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API Application Programming Interface
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CAN Controller Area Network
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EXECUTIVE SUMMARY

This deliverable summarizes the work that has been done in the whole of Task 2.1(which covers cycle 1and updates
for cycle 2 of the project), related to the use case definitions and the technical scoping of the second Open Call of
IntellloT. As such, this deliverable presents the final results of Task 2.1, organized in two parts: the first part defines
the three use cases(agriculture, healthcare and manufacturing)in detail, including its objectives, description, market
situation, technical components and the defined scenarios that cover the three key IntellloT concepts, namely
Collaborative loT, Human-in-the-Loop and Trustworthiness. The second part defines the second IntellloT Open Call,
allowing third parties to further extend the ecosystem of IntellloT by building up on and contributing to the use cases
and the overall framework. This is the final deliverable of Task 2.1and with this deliverable, this task has been finalized.
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1 INTRODUCTION

The IntellloT project targets three use cases in the areas of agriculture, healthcare and manufacturing. These areas
have been selected because they feature heterogeneous loT enabling technologies, device types, network
deployments and performance requirements. Due to these dimensions of variability, the use cases provide broad
coverage of technical challenges that need to be considered during the development of Next Generation loT
applications, and consequently of IntellloT's architecture, providing an effective foundation for evaluating and
demonstrating IntellloT's outcomes. In addition, by specifying and analysing the three use cases and related to the
three conceptual pillars (Section 1.2), we were able to identify and formulate a key technical challenge for IntellloT on
which to focus the project's efforts:

Enable collaborative loT environments to execute de-centralised Al-driven applications interacting with the human-
in-the-loop.

While this main challenge provides focus and guidance for our research work, the definition of the use cases formsthe
basis for our developments, demonstrations and evaluation activities taking place within the project across the
associated work packages (namely, WP3, WP4, and WP5). The use cases will provide a high-level story about what and
how the functionalities will be demonstrated in the three different selected domains.

To present the above, Section 2 of this deliverable provides the descriptions of the three different use cases. Each
description of a use case starts with highlighting its scope and objectives, stating why the specific domain has been
selected as an appropriate area for intelligent loT. Next, the high-level story line of the use cases is provided,
describing what will be demonstrated in the use cases and how the technologies will fit in. An overview of the specific
domain is also provided, together with some main challenges inside the targeted domain. It will be described here
which challenges each use case targeting within the domain. An overview of the different entities that are being
applied or further developed inside the use cases will be provided, describing the functionalities of these entities and
what theirrole is going to be inside the specific use case. These include use case specific entities(e.q., the tractor for
the agriculture use case, robots for the manufacturing use case and health devices for the healthcare use case)and
entities that are core IntellloT framework components that will be deployed in multiple use cases, demonstrating the
cross-domain applicability of the IntellloT solution. Additionally, there will be a description of the contribution of the
first Open Call winners for the respective use cases. Four SMEs have been added to the consortium, one for each use
case to add new functionality, and the fourth one as a contributor to the general framework. The last part of each use
case description provides the specification of different scenarios for each individual use case. The decision was made
that the use cases are targeting a specific domain(i.e., agriculture, healthcare and manufacturing), while the scenarios
of each use case demonstrate key activities, functionalities and technologies within said domain. Therefore, for each
use case, three scenarios are identified based on the pillars of the IntellloT project (Collaborative loT, Human-in-the-
Loop, Trustworthiness), as will be described in Section 2.

Section 3 describes the technical scoping of the 2" Open Call. While the purpose of the 18t Open Call has been primarily
to enhance the project’s technological and use case coverage towards the 2" cycle, the purpose of the 2" Open Call is
theinitiation of an ecosystem that carries on beyond the project. The contributions from the 1t Open Call are described
in each use case section.

Finally, section 4 concludes this deliverable and will summarizes the results of task 2.1and how these will impact the
rest of the project.

1.1 Modifications compared to deliverable D2.1

This deliverable is the follow-up of deliverable D2.1. The decision was made to not write a whole new document but
instead, update the predecessor with the experiences and feedback from cycle 1, that will influence the definition of
the three use cases. The use case teams have been working extensively on the development of the individual
technologies (WP3 & WP4) and the first integrations of the technologies and their validation within the use case
demonstrators (WP5). Feedback from these activities resulted in changes in the specifications of the use case
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definitions(e.qg., usage of technologies, scenarios descriptions, key scenes, etc.). The updated use case specifications
will be presented in the following sections for each use case.

Furthermore, end user workshopshave taken place, which are described in deliverable D2.2. The feedback we received
from the end users has been validated and considered in the updates of the three use cases. Additionally, the use case
specifications have been extended by the results of the first Open Call. For each use case, a description of the
contribution from the respective Open Call winner is provided in each chapter, presenting their contributions and how
the contributions will extend the overall use case.

As mentioned, the individual use case definitions are updated based on the results of the first cycle. This mainly can
be found in the description of the three scenarios for each use case. In the updated scenario descriptions, one can
also find an additional field in the corresponding tables describing the updates of the specific scenario.

Finally, the description of the Open Call (see Section 3) has been updated. As the first Open Call is now over and the
winners are contributing to the use cases, we are already preparing for the second Open Call in the project. This
chapter has been updated and provides first information and ideas for the upcoming Open Call and will be the basis for
the further work to be performed in Work Package 6.

1.2 Pillars of IntellloT

The overarching objective of IntellloT isto develop areference architecture and framework to enable loT environments
for(semi-) autonomous loT applications endowed with intelligence that evolves with the human-in-the-loop based on
an efficient and reliable loT/edge - (computation) and network- (communication) framework that dynamically adapts
to changes in the environment and with built-in and assured security, privacy, and trust. This reference architecture
and framework will be applied in the heterogeneous use cases encompassed in the project, covering agriculture,
healthcare, and manufacturing environments. It is therefore of major importance that clear requirements are derived
from the use cases. But to create the definitions of the use cases, it is also important that we uphold the defined
targets of IntellloT. The IntellloT project focuses on three research aspects and associated next generation loT
capability pillars, namely collaborative intelligent systems (loT), human interaction with the intelligent systems and
that all these activities are performed in a trustworthy and secure way. These aspects result in three pillars, which are
depicted in Figure 1, and are shortly described below.

<Kl

o
P ¥
Q LT

=
( IntellioT )

Collaborative loT Human-in-the-Loop Trustworthiness
Figure 1: Three pillars of IntellloT

1) Collaborative loT: Various semi-autonomous entities(e.g., tractors, robots, healthcare devices, etc.)need to
cooperate in order to execute multiple loT applications. These entities have to be self-aware, and all have a
different amount of knowledge of the task at hand and their environment where they are located.
Unfortunately, it is not always possible to provide all the necessary knowledge to the entities, especially in
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changing environments. To keep the knowledge of the entities up-to-date, they need to extend it by applying
learning technologies based on Artificial Intelligence and Machine Learning. New knowledge can either be
acquired by interacting with the environment (via sensors) or by interacting with the other entities in the
environment. By exchanging information via a reliable and secure communication network, the entities in the
environment need to collaborate with each other to update their own knowledge to fulfil their assigned task.

2) Human-in-the-Loop: The human within the system will keep on playing a crucial role in the whole process.
The aim is not to remove the human from the system but use his/her experience and knowledge to overcome
unknown situations, where the system does not have the knowledge (yet) to handle the situation and the
collaboration with the otherentitiesin the field also does not provide the required information. The interaction
with the human (be it either the machine operator, the farmer, the physician, or any other person) will enable
the intelligent system to expand its knowledge about the environment or the application through machine
learning technologies and use the experience from the human operator to learn new features or information
about the overall process. Therefore, human will remain a vital element of the system and will interact with
the loT elements in the system to overcome the current limitations of the system.

3) Trustworthiness: Security, privacy and, ultimately, trust are considered as indispensable preconditions for
reliability and the wider acceptability of distributed, collaborative loT systems and applications. Trust of the
human (e.qg., a patient or farmer) in the system is key, as the system’s (autonomous) decisions need to be
trusted, and the end-users’ data need to be handled with utmost care, by providing appropriate levels of
security and privacy safeguards. In this context, and in addition to well-understood security and privacy best
practices, IntellloT will adopt advanced security intelligence to protect unsupervised device-to-device
interactions, based on self-adaptable, security-related operations. Furthermore, the overall trust will be
fortified by continuous monitoring, real-time assurance assessment, and primitive enabling transparency of
performed actions. Distributed ledger technologies (DLT)and smart contracts will be made accessible by loT
devices and other actors in the use cases to show transparency of performed actions, create trustworthy
supply chains, and build trust between parties.

The above three pillars also help group the activities within the use cases. As mentioned before, all the use cases have
identified three different scenarios each, that will be used to demonstrate the different technologies applied within
the use case areas(i.e., agriculture, healthcare, and manufacturing). In the first scenario, the focusin all the use cases
will be on the collaborative loT concepts, where the entitiesin the use cases will collaborate to achieve their goals. The
second scenario in each use case will focus on the interaction between the systems and the humans involved in the
use cases. Examples of humans involved are plant operators, physicians, or remote operators of tractors. The third
scenario, that focuses on trustworthiness, has a special place within the use cases. To demonstrate the
trustworthiness of the systems, the technologies developed have to be applied to the solutions in the other scenarios,
namely collaborative loT and Human-in-the-Loop. Therefore, the pillar Trustworthiness is in fact overlapping
("horizontal") over the other two pillars.

31/05/2022 9
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Figure 2: Three pillars of IntellloT and associated scenarios (Trustworthiness overlapping other two)
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2 USE CASE DESCRIPTIONS

This section aims to present and provide an in-depth analysis of the three different use cases that the IntellloT project
will focus on.

2.1 UseCase1-Agriculture
2.1.1  SCOPE AND OBJECTIVES

Within the agricultural domain, the industry has already successfully implemented “smart farming” features, which
focus on the detection of the crop’'s needs and problems, e.q., fertilizer and water application and crop spraying
according to the needs of individual plants, rather than treating large areas in the same manner. These features have
already introduced a high level of automation and have saved millions of tons of fertilizer, pesticides, insecticides, etc.'
The missing link for optimizing farming activities(e.g., ploughing, spraying, harvesting etc.)is heading in the direction
of autonomous operations, in order to optimize resources, increase the level of efficiency, improve the safety and
security of autonomous vehicles in the field of farming, and additionally reduce costs significantly.

Nowadays, farmers are driving agricultural vehicles for many hours during the day, resulting in fatigue and finally in
(potentially deadly) accidents?. The ultimate aim is to remove the farmer from the cabin and have the agricultural
vehicles drive autonomously over the farming fields, performing their tasks (e.g., harvesting) by themselves, thereby
using the available data to optimize their required behaviour. However, the aim of having a human operator completely
taken out of the loop and have the tractor perform its tasks completely autonomous is still not completely feasible.
Therefore, currently much researchis on the topic of autonomous operation. Nevertheless, within the agricultural use
case, we will investigate concepts related to bringing more and more autonomy to agricultural vehicles.

The scope of the agriculture use case is to investigate future autonomous features of farming vehicles, like
autonomous driving, decision making and interaction and reliable communication with other (smart) entities (e.qg.,
vehicles, drones, sensors, manipulators) in the field. The interaction between the different entities in the field will
create an intelligent IoT environment, where the different entities securely interact with each other and use this
knowledge to update their own internal knowledge of the environment. Such knowledge is utilised to enhance the
decision-making capabilities and communication aspects. Although the goal is to remove the farmer from the cabin,
humans should still play a big role in the control or supervision of the overall system. In this context, the aim of thisuse
case is to incorporate the human-in-the-loop in the intelligent loT environment of a semi-autonomous agricultural
vehicle in collaboration with other devices on the field, while improving safety, reliability, and security. Human
intervention is needed in uncertain situations (e.g., animals on the path, dust or other particles, obstacles) and it is
especially valuable in the initial deployments of smart farming. Since the agriculture use case is dealing with dynamic
environments and fluctuating availability of devices(e.q., tractors, drones), these dynamics should be handled by the
system. To accomplish this, we introduce autonomous agents that can be programmed in a no-code environment by
a user with relevant domain knowledge (e.g., a farming engineer).

To validate the above, the objective of the agriculture use case is to deploy and demonstrate a prototype of a self-
driving tractorina connected environment by equipping a fully electrified tractor with new technologies, like cameras,
communication, machine learning, interaction capabilities, etc. To validate the above, the objective of the agriculture
use case is to deploy and demonstrate a prototype of a self-driving tractor in a connected environment by equipping a
fully electrified tractor with new technologies, like cameras, communication, machine learning, interaction
capabilities, etc. These will be augmented by a set of innovative security enablers, aiming to provide a trustworthy-by-
design environment for all involved stakeholders.

! Lieder, S., Schroder-Schlaack, C., ,,Smart Farming Technologies in Arable Farming: Towards a Holistic Assessment of
Opportunities and Risks., Sustainability 2021, 31, 6783. https://doi.org/10.3990/su13126783

2 Health and Safety Authority, “Fatal accidents,” December 2019. [Online]. Available:
https://www.hsa.ie/eng/Your_Industry/Agriculture Forestry/Further_Information/Fatal Accidents
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2.1.2  DESCRIPTION OF THE USE CASE

As mentioned above, the agriculture use case will investigate different technologies for future autonomous farming
activities, but in the first place mainly focusing on improving autonomous operation for agricultural vehicles. The
consortium has identified different technologies (e.g., machine learning, 56 communication, security, human-
machine interaction, hypermedia multi-agent systems) that will be further developed and applied to the identified
scenarios for the agriculture use case (see Section 2.1.6).

The high-level concept of the agriculture use case is depicted in Figure 3. The use case will cover multiple facets of a
smart agriculture deployment, where a tractor is driving over a farming field. The tractor will be equipped with sensors
and computing resources to perform the mission assigned to it. The computing resources integrated into the tractor
will enable it to perform computation tasks locally, thus acting as an edge device. Besides the tractor, there will be
other edge devices in this use case, like the mobile platform from the Open Call winner or an infrastructure 5G MEC.

Concretely, in this use case, a farm engineer first configures a Hypermedia Multi-agent System (HyperMAS) with the
required procedural as well as organizational knowledge to appropriately react to user tasks. The procedural
knowledge includes specifications of which services need to be invoked by autonomous agents that run in the
HyperMAS, where the interfaces of these devices are described by means of W3C WoT Thing Descriptions; the
organizational knowledge specifies the roles of these agents to allow decomposition of tasks at run time. Then, the
end user(i.e., the farmer in this UC) specifies a goal (e.qg., that “Field A shall be harvested”) using a Web front end. This
goal is sent to the HyperMAS for execution by the configured agent organization. The central aspects of these tasks
are way points in the field where the tractor should move, together with information about what action it should
perform at these way points and in-between (e.qg., harvesting). If an unknown obstacle is encountered, the Al will try to
identify a way to bypass the obstacle using a pre-trained model. If the confidence of this decision is below a pre-
defined threshold, the Al will trigger a human operator to remotely navigate it. Via the HIL Service, the human operator
gets notified and will take control of the tractor.

In the situation where an unknown situation is detected and the vehicle does not know how to overcome it, it will first
try to collect complementary information or knowledge from possible other entities via the Infrastructure Assisted
Knowledge Management (IAKM) component. If required or compatible information cannot be found, the vehicle will
stop and request help from the human operator. Utilizing a 5G NR connection, data from the tractor's sensors is sent
to the VR glasses of the human operator. Part of the sent data is a video feed which will allow a view of the situation of
the vehicle. The human operator will execute strategies where he can directly interact with the vehicle (i.e., moving
the vehicle forwards or backwards) using VR controllers. The information coming from the human operator will be
stored along with the associated video frames. The vehicle will refine its own local Al model by learning from the stored
data after enough human interventions have been collected.

Distributed Ledger Technologies (DLTs) will further ensure that the data and information, and interactions between
agents and edge apps are transparently recorded and immutable, covering both cases of operation (with or without
human intervention). Besides, smart contracts allow timely processes of exchange and payments between
stakeholders that can be triggered by data changes appearing in the ledger.

Furthermore, security concepts will be applied to allow access only to authorized devices but also to mitigate any
intrusions to the network. While the vehicle is performing a mission, and a malicious entity (e.g., another tractor that
has been compromised by an attacker) tries to harm that mission, the security mechanisms should be activated. The
vehicle orits peers mustidentify the malicious entity and notify the backend infrastructure, taking measures to isolate
the malicious entity, while making sure the vehicle, as well as any other legitimate entities continue functioning. To
pre-emptively protect the network, periodic actions will be taken to dynamically reconfigure it, thus making any
knowledge an attacker might have gathered, obsolete. Finally, for potential limited-resource devices that are placed
on the field (e.g., smart-sensor type devices) that require co-operative communication mechanisms in order to reach
the main computing infrastructure, secure routing algorithms will be used to relay packets from source to destination.

31/05/2022 12
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Figure 3: Agriculture use case (in red the contribution from the Open Call)

2.1.3  MARKET SITUATION AND CHALLENGES

Farming employment in the European Union has been steadily declining for decades and has fallen from 13.1 million
Annual Work Units in 2003 to 9.1 million Annual Work Units in 2018 across the EU-27, representing an impressive 30%
decrease in the last fifteen years®. Additionally, the average age of the farmers has been rising drastically, with only
onein ten EU farmers(11%) were under the age of 40 years old in 2016%. Nevertheless, the amount of people living on
earth will steadilyincrease and all need food to live. Farmers will have to produce 70 percent more food foran additional
2.3 billion people by 2050 to sustain the whole world population, according to the UN Food and Agriculture Organization
(FAQF. Therefore, farms and agricultural operations will have to be run very differently from nowadays, which will also
be influenced by advancements in technology such as sensors, devices, (mobile) machinery and information
technology. Future agriculture will use sophisticated technologies such as robotics, temperature and moisture
sensors, aerial images, and GPS technologies. These advanced devices and precision agriculture and robotic systems
will allow farms to be more profitable, efficient, safe, and environmentally friendly.

Unfortunately, the integration and usage of new technologies, or even existing technologies, also bring dangers with
it, especially in the agriculture domain. The large machinery is difficult to control, especially with the growing age of
farmers. Many fatal accidents happen in the agriculture area, especially with tractors and other vehicles?, be it either
in conjunction with other vehicles or caused by the human operator of the device. Discussing this topic alsoin the end-

8 The EU Farming employment: current challenges and future prospects, [online],
https://eprints.glos.ac.uk/7629/1/IPOL_STU(2019)629209 EN.pdf

4 https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Farmers_and_the_agricultural_labour_force_-_statistics

5 https://www.fao.org/news/story/en/item/35571/icode/

& https://www.hsa.ie/feng/Your_Industry/Agriculture_Forestry/Further_Information/Fatal_Accidents/Fatal_Accidents.html
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user workshops of the project, this appears to be one of the main challenges in this domain. Making the work with
agricultural vehicles safer is a very challenging and difficult task to solve. One of the approaches is to bring more
autonomy onto the farm, thus creating future autonomous vehicles. First approaches are being made or are available
on the market’, but are still not available for many farmers, especially the smaller farmers in Europe. New solutions
must be made available that bring this improved autonomy to the market for the smaller farmer.

Another challenge risen during the end-user workshop is that the agricultural machine manufacturing industry has
been showing declining figures. Only since the last year, the numbers are rising again®, but still not as impressing as it
used to be. Instead of coming up with completely new vehicles, which are most often expensive, it is better to come
up with smaller solutions that can be integrated in legacy systems, which makes it more affordable for the smaller
farmer to keep up with the developments offered by the market.

With a growing planet population and significant challenges due to health issues, climate change and other factors,
the agriculture sector will become the centre of attention in the years to come. Not only the quality of the crops has to
be improved but also the efficiency and overall output of the production is estimated to arise between 40-54 percent
till 2050 compared to 2012, as estimated by the United Nations' Food and Agriculture Organization®. Among the
proposed solutions to achieve this overly ambitious (yet extremely important) milestone, smart farming and precision
agriculture stands at the epicentre. This puts significant pressure on the development of technology solutions at the
device, network, and application layers in order to produce highly precise, safe and efficient systems that will enable
the farming industry to maximize food production under diverse environmental conditions, reduced costs, minimal
waste and increased safety for all working personnel.

Furthermore, the wide application of ICT technologies in the agricultural domain (usually falling under the broad
category of Internet-of-Things (loT) applications because of their interconnected nature that spans from the tiniest
devices to cloud computing infrastructures) and the expected high reliance on the services that they will provide,
creates a number of challengesl10. Securing the infrastructure, protecting core data, and ensuring the integrity and
trustworthiness of information exchanged and stored at all levels is crucialll. As agriculture is of vital importance to
the population, any disruptions in food production systems may have consequences that cannot only be measured in
terms of financial costs or losses and this only makes them a more esteemed attack target from malicious entities,
that may include terrorist activities, state-sponsored attacks, blackmailing efforts, and other rising threats. Cyber-
security, therefore, emerges as a design consideration that must be included in all steps of ICT infrastructure
development for the agricultural domain. It comprises of a combination of techniques, skills and processes required
to ensure a high degree of protection for network, computers, programs, and data, against malware, attacks, damage,
and unauthorized access. It exists to counter threats that include ransomware, endpoint attacks, phishing, third party
attacks, supply chain attacks, artificial intelligence and Machine Learning-driven attacks, crypto-jacking, cyber
physical attacks, loT attacks, threats to smart devices, attacks on connected, semi-autonomous or autonomous
vehicles and more. It needs to account for defenses against both well-known kinds of the attacks as well as possible
future types of malicious acts that target yet undiscovered vulnerabilities of the computing and network
infrastructure.

2.1.4  TECHNOLOGIES OF THE USE CASE

Actors, components, and associated technologies playing a considerable role in the use case are described in the
following subsections.

7 https://www.deere.com/en/news/all-news/autonomous-tractor-reveal/

8 https://www.cema-agri.org/images/publications/press_releases/2022-03-21-
CEMA_Economic_Press_Release_Tractor_Registrations_2021.pdf

9 https://www.fao.org/publications/sofa/sofa-2021/en/ The state of Food and Agriculture 2021, p.4

10 https://doi.org/10.3390/s20226458 Survey on Security Threats in Agricultural 10T and Smart Farming

11 https://doi.org/10.1007/978-3-030-31703-4 Cyber Security: The Lifeline of Information and Communication Technology
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2.1.41  ETRACTOR

AVL provides a fully electric vehicle (see Figure 4) that is the platform for the implementation of semi-autonomous
functions. Using a sensor array itis possible to provide a digital representation of the local environment. Data can be
sent or received via the Tractor Controller, which acts as an loT-Gateway. The tractor has two electric driven axles -
each of them with a maximum power of 25 kW, as well as a hydraulic steering system. The various components appear
in Figure 5, and some additional details are provided below.

Figure 4: AVL e-tractor platform
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Vehicle Control:

A vehicle controller is installed on the tractor to control the low-level functions - hydraulic management, cooling
management, energy management, driving and steering. The controller provides a CAN-interface that allows to get
signals from the eTCS and to control the driving functions. The eTCS enables other members of the loT infrastructure
to take control of the tractor and operate it remotely. Three operating modes are available for this purpose.

e Waypoint-operated: The eTractor receives mission targets (1... n), which consists of GPS points (latitude,
longitude, heading) and an action (spraying, ploughing, etc.), which are tried to be accomplished

e Manual-operated: The tractor can be controlled by cyclically obtaining a target speed, as well as a target
steering angle.

e Routine-operated: The tractor can be controlled by time-triggered move commands

Perception:

Mounted on the tractor are four 4k Stereo cameras which provide a 3D-representation of the local environment (see
Figure 6). In addition, the eTractor has a compass, GPS and IMU sensors. The respective sensors are provided as a
topic and can be requested via the loT gateway from the individual clients

Yellow > Camera
Green - 360° Camera System

Figure 6: Camera system of the tractor

2.1.4.2  ARTIFICIAL INTELLIGENCE FOR OBSTACLE BYPASSING

Alisintegratedinto the use case to facilitate the autonomy of the system. The goal of the Almodelisto help the tractor
bypass the detected obstacles. In the presence of obstacles, the tractor controller requiresa command sequence that
corresponds to a tractor maneuver without collisions.

Training of the Al model is carried out in a supervised learning fashion. In this view, an Al model is pre-trained using
labelled data corresponding to navigations around obstacles (by a human operator). These data include the recorded
information related to sensing(e.qg., video data from onboard camera) and controlling(e.g., linear, and angular velocity
components that are normalized into a scale from 0 to 100). Here, the former is used as the input and the latter is used
as the label. First, to reduce the computation complexity with high-dimensional sensing information, the video data is
rescaled and compressed to generate low-complex inputs. Then, a convolutional NN(CNN) model is trained to regress
the labelled control information and a measure of its confidence from the input sensory data. The choice of the NN
architecture is to extract the higher order features from the time-dependent visual data and the selected regression
loss function will ensure that the output of the trained CNN model is almost equivalent to the labelled control
information.
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The inference initiates with a manoeuvre request. During the inference, using the sensory information (e.g., camera
feed), the Al model generates a sequence of control information that are to be used by the tractor controller to safely
bypass the obstacle. The confidence inferred by the Al model is compared with a predefined confidence target, in
which, human support is requested when the confidence drops below the target as a safety measure. With a human
takeover, during the remote control, both the sensory and control information that have the same structure as the
training data is stored as a new labelled training sample. Over time, using enough new data, the Al model is retrained
to improve its performance.

2.1.4.3  HILAPPLICATION & HUMAN OPERATOR

Human Operator refers to the user of the HIL Application. The Human Operator will connect to the HIL Application
through the ISAR Client installed on the Oculus Quest 2. Once connected, the application’s content will be streamed to
the VR device where the user will be greeted with a tractor’s dashboard containing data describing the real tractor's
status. The Human Operator will have a surround view of the real environment through the camera streams. At this
point, the Operator has already taken over the control of the tractor and will remotely try to solve the issue it
encountered. Once successful, he returns the control back to the Al.

2.1.4.4  MALICIOUS OPERATOR

We define as malicious operator an adversary that tries to hamper normal system operation. For example, a malicious
operator could gain access to a tractor and seize its operation. The implications of such an action could range from
damaging the tractor itself, the crops or even driving it outside of the desired area.

2.1.45 |0T INFRASTRUCTURE

The loT infrastructure is responsible of allocating service resources that enable the cooperation among components
and the execution of the loT application functions. This allocation must be highly dynamic to adapt to the changesin
the intelligent loT environment. This is supported through three components that interact to achieve the IntellloT
goals:

2.1.4.5.1  HYPERMEDIA MULTI-AGENT SYSTEM (HYPERMAS)

The functional integration between the components will be based on interacting agents within a HyperMAS. The
components of the use case(tractor, drones, sensors) will be tethered to software agents that will be able to, together,
proactively plan component behaviour while staying reactive to environment changes. These agents will in turn be
integrated with each other, with (physical) artifacts, and with their environment using proven mechanisms from the
Web architecture -- specifically, uniform hypermedia interfaces -- where we aim for a conceptual integration rather
than merely a technological integration: the resulting multi-agent system is not merely layered on top of the Web but
is integrated in the Web's hypermedia fabric to enable the inheritance of its desirable architectural properties (e.g.,
scalability and evolvability).

2.1.45.2 EDGEINFRASTRUCTURE / PRIVATE 5G MEC INFRASTRUCTURE

The private 5G MEC infrastructure provides an Edge service to the tractor and the UC. The Private 5G MEC is deployed
nexttothe Private 5G infrastructure(5G gNB)and will provide APIs to control the 5G network characteristics. Moreover,
it will enable hosting of edge microservices, such as the AIKM server, the global Al or the DLT manager.

2.1.4.5.3  INFRASTRUCTURE ASSISTED KNOWLEDGE MANAGEMENT (IAKM)

The IAKM server component will be deployed on the Private 5G MEC infrastructure and will provide local storage for
Al/ML models. The IAKM client component will be deployed on the tractor and will offer HTTP APIs to the local Al agent
to query for a particular AI/ML model. If the AI/ML modelis found in the IAKM database, it will be provided to the tractor
over the 5G network. Optionally, if not, an appropriate AlI/ML will be queried to another IAKM server on a different
Private 5GMEC and provided to the local Al agent. AI/ML semantics will be used to identify the AI/ML and its usability
context.
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2.1.46  TRUST COMPONENTS

Several components are also deployed that support the trustworthiness aspects of the agriculture use case, as
presented in the subsections that follow.

2.1.4.6.1  SECURITY ASSURANCE PLATFORM

The Security Assurance Platform (SAP) will provide runtime, continuous assessments of the monitored agriculture UC
deployment. In general, this enabler will form a core integration point of all trust enablers within IntellloT.

In the context of the specific use case the role of the Assurance Platform will be to provide the operator with the
capability to carry out assessments (e.g., vulnerability assessments), while also providing a view of the assurance
posture of the deployment. SAP will also facilitate response to changes in said posture, as detected by the integration
with the needed event captors and the trust-based IDS enabler (see sect. 2.1.4.6.2). The timely and efficient response
will be achieved by triggering changes in the MTDs(sect. 2.1.4.6.5) deployed in the UC environment. All such events will
be relay to the SAP. Throughout its operation, the Assurance Platform will also interface with the DLT building blocks,
allowing the evidence-based operation of the assurance scheme.

2.1.4.6.2  TRUST-BASED INTRUSION DETECTION SYSTEM(IDS)

In the Agriculture Use Case, all devices that participate in the functioning of the system (e.g., tractors, smart sensors,
drones)are pre-validated and initially configured by trusted authorities. No ad-hoc connections from external entities
are generally allowed. As such, the way for a malicious user to infiltrate the network is to gain access to a certain node
that used to be considered trustworthy. The security components need to account for such a break-in attempt. To do
s0, a Trust-based Intrusion Detection System continuously monitors the behaviour of allnodesin order to validate that
they keep on performing untampered. Each node in the network maintains a trust table for all the nodes that it has
direct communication. If anode is observed to behave improperly according to some predefined properties(e.g., send
an extraordinary number of packets) will have its trust value reduced by all other nodes it communicates with and
eventually this will lead towards alarms to security components (Security Assurance Platform and MTD) that can
perform proper actions to block or isolate the misbehaving node.

2.1.4.6.3 SECUREROUTING

Wireless sensor networks are wireless ad-hoc networks that mainly contain sensors with limited resources, e.g.,
computation, storage, and power. The loT Edge of the agriculture environment is expected to contain such networks.
This prevents us from using conventional cryptography to establish a trusted communication channel between nodes.
It is necessary for the routing protocols to establish trust relationships to guarantee the validity of the transmitted
data.

2.1.4.6.4  AUTHENTICATION, AUTHORIZATION, AND ACCOUNTING (AAA)

AAA provides centralized authentication, authorization, and accounting services. External entities employ these
services to communicate with nodes that are part of an IntellloT scenario in a safe and controlled manner. Two
deployment types are available in order to facilitate services that support OAuth2 protocol as well as those that do not.
The first case is straightforward; this kind of services communicate directly with the AAA component. For the second
case, areverse proxy is employed. It handles the OAuth2 protocol and acts as a middleman between the services and
the external entities. For the agriculture use case, AAA will be used to secure the backend API calls.

2.1.4.6.,5 MOVING TARGET DEFENCE (MTD)

Moving Target Defence (MTD)is a technology that changes the network configuration (or certain of the properties of
the communication channels such as encryption algorithms or keys) dynamically over time, in order to interrupt and
mitigate possible attacks because of the resulting increase in complexity and time costs for the attacker. Even if the
attacker succeeds in compromising the system in a specific configuration, its benefit will be low due to the limited
lifetime of that configuration and the diversity of the system.
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In the agriculture scenario, when the Security Assurance platform identifies a malicious node (through an IDS notice
or otherwise), the MTD is called upon to change the network configuration in order to isolate the attacker and sustain
normal system operation. Beyond this reactive way to protect the network, the MTD component periodically performs
changes to the network configuration to proactively deter potential attacks.

2.1.4.6.6  DISTRIBUTED LEDGER TECHNOLOGY (DLT)

A DLT system offers a tamper-proof ledger distributed on a collection of communicating nodes, all sharing the same
initial block of information, synchronizing the common states.

In order to add information to the DLTs, a client formats information in DLT transactions in a block with a pointer to
its parent block, this creates a chain of blocks, hence called "Blockchain”. The terms Blockchain and DLT can be used
interchangeably. To create a block, a node usually needs to solve a crypto-puzzle and provides the solution as a proof
of its work to get a reward. This process is called mining. The difficulty of the crypto puzzle is adjusted based on the
total computational power or mining power of the DLTs network which use Proof-of-Work Consensus. Each correctly
behaving miner needs to adhere to the same protocol for creating and also validating new blocks. Upon successfully
mining a block, a miner broadcasts it for validation.

Based on the nature characteristics of DLTs e.g., DLTs can contribute to building a trusted and transparent distributed
loT system applied in agriculture domains. DLTs promise a reliable source of truth about the state and work progress
of farm workspaces, and inventories via DLT-based smart contracts towards smart agriculture, where the collection
of such data is often significantly expensive. The DLTs can also track the provenance of goods and help create
trustworthy supply chains and build trust between producers and consumers. In specific, we implement the
integration of DLT with tractor controller to accounting the activities of tractors, e.qg., position, task activities.

2.1.5  OPENCALL #1CONTRIBUTION

The company IKnowHow (IKH) from Athens, Greece has been the winner of the Open Call #1 for the agriculture use
case. IKH is developing "Greenbot"; a self-navigating ground vehicle, fitted with a robotic manipulator for performing
activities in the frame of precision agriculture. The platform is depicted in Figure 7.

Figure 7: IKH's precision agriculture robot (Greenbot)
Within IntellloT, IKH will develop the following distinct components to expand the foreseen developments of IntellloT:

1. Trusted Farmer'slogbook that will be used for certification procedures, thereby using the Security Assurance
Platform and Distributed Ledger Technologies.
2. Remote operation of the manipulator and the AGV by the human operator - use of VR.
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3. b6 connectivity

More details on the above are provided in the subsections that follow.
2.1.5.1 FARMER'S LOGBOOK

IKH will develop a web-based, mobile friendly application for enabling farmers to log their daily activities on the farm.
These activities may include application of fertilizer, pesticides or other special treatments, observations, harvesting,
etc. The application will also log activities performed by the robot, e.g., the scanning of a specific pest. It will be built
upon IntellloT’'s DLT-based monitoring capabilities, to ensure trustworthiness and tamper proof records. Connectivity
with the SAP will also be examined, in cases that the DLT and associated Logbook data can be used to detect trust-
related incidents that must be recorded & mitigated.

2.15.2 REMOTE VR BASED OPERATION

IKH will develop a VR application (see Figure 8) based on the IntellloT’'s developments in Unity3D for the teleoperation
of the vehicle itself and the robotic arm mounted on top of it. The user using either keyboard/mouse controls oramore
natural interface based on hands movement will be able a) to see through the AGVs cameras the environment of the
robot, b)move the AGV in any direction and c) control the robotic armin order to move the actuator closer to a point of
interest. This development will further develop IntellloT's human in the loop concept allowing the robot to notify a
human operator when reaching a situation, it cannot handle.

Figure 8: UR10e digital twin in VR

2.16.3  5G CONNECTIVITY

IKH will integrate its robot in the 5G infrastructure provided by IntellloT and provide to the consortium any ROS module
developed for that purpose.

2.156.4  ARCHITECTURE

In Figure 9 below one can see an initial proposition on how Greenbot can be integrated into IntellloT’s high-level
architecture. In addition to the components described in the previous subchapter, optional integration with loT
sensors is foreseen as also off-loading of the DL computation to the edge infrastructure.
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Figure 9: Architecture integration proposition

2155 INTEGRATION AND DEMONSTRATION

IKH’s robot and all the developed software will be demonstrated in Austria at AVL's premises during September 2022.
Software integration between the different components, developed by IKH, and the infrastructure provided by IntellloT
will be performed throughout the duration of the project following a continuous interaction with other partners

involved in the use case.

2.1.6 SCENARIOS

2.1.6.1  SCENARIO1.1-COLLABORATIVE IOT

Use Case Deployment

Manufacturing
Edge infrastructure
Manufacturing Al Models

Manu{a(runng [d;e Apps/

Scenario Name

Collaborative loT

Scenario ID

UC1-Scenariol

Partners

TTC, AVL, EURECOM, HOLO, HSG, SANL, AAU, TSI, UOULU
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Description

This scenario deals with the operation of the tractor in the field. The farmer will specify a
goal forthe tractor, which could be e.qg., ploughing or spraying of a field. The mission consists
of an assigned field, where a waypoint service calculates waypoints that the tractor needs
to follow. These waypoints are assigned to the tractor by agents within the HyperMAS. The
tractor platform is equipped with sensors to recognize the tractor environment and an E-
tractor control system (ETCS) to operate the tractor. The sensor input is pre-processed and
when an obstacle is detected within the FOV (Field of View) of the tractor, this can be
reported. The data corresponding to the obstacle bypassing Al, will then be used to infer the
control information by utilizing the obstacle bypassing Al in the tractor. Towards improving
the success of the mission completion, the tractor utilizes the 5G-Infrastructure to
potentially collaboratively update its internal knowledge with other entities in the same or
different fields through the IAKM component.

DLTs enable the trackability and traceability of information that various actors and
stakeholders generate throughout the entire value-added process, from seed to sale. The
DLT ensures that the data and information are transparently recorded and are immutable.
Besides, smart contracts allow timely processes of exchange and payments between
stakeholders that can be triggered by data changes appearing in the ledger.

Key Scene

Key Scene 1.1: The farmer specifies a goal to be performed by the agricultural vehicle and
transmits it to the HyperMAS. This goal defines the task to be performed by the vehicle, the
components (e.g., which tractor, what kind of implement, etc), and the targeted field/area.
A dedicated user interface will be made available where the farmer can specify the goal and
the field that needs to be processed.

Key Scene 1.2: An agent that runsin the HyperMAS detects available resources(i.e., vehicles,
implements, etc.) and allocates them to the tasks at hand. Additionally, it uses a waypoint
service to find waypoints, and continually sends these waypoints to the tractor which will
automatically drive there. Additionally, it uses a waypoint service to find waypoints, and
continually sends these waypoints to the tractor which willautomatically drive there.
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Key Scene 1.3: The tractor automatically navigates to the given waypoints continuously
received from the agent and performs the assigned tasks. (e.g.: plough, cultivator, planter,

sprayer).

Key Scene 1.4: During the task operation, it can happen that an unknown situation occurs,
for example that an obstacle is in front of the tractor and it doesn’t know how to pass by it.
Based on trained model, the Al inside the vehicle should be capable of proposing a solution
to bypass the obstacle. When the Al fails to make a reliable decision, if available, the tractors
refer to the IAKM for the supported Al technologies on the loT-Infrastructure having access
to all cooperative devices. Depending on the requirement, the tractor and Edge
Infrastructure securely shares either raw/processed data (e.qg., vehicle data, GPS position,
video data (3D), detected objects) or update obstacle bypassing Al models via the IAKM
component. If the problem persists, the tractor stops and sends a message to the operator

(see scenario 1.2).

O
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Key Scene 1.5: The tractor fleet has at least one tractor from a third-party service provider.
This key science can be shown by simulations. Distributed ledger and smart contract are
used for contractual agreements, to confirm the ownership and agreement of the tractor for
rent services.

Distrbted Lodger & Smart Contract
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Potential Variation

[1]Different weather or environmental conditions(e.qg., dust particles, rain)can influence the

of the Scene information coming from the sensors, causing false-positives or false-negatives.
[2] Parallel driving behaviour between multiple vehicles, for example a harvester and a
tractor for unloading.

Purpose The purpose of this specific scenario is to establish Al driven tractors and potentially other

farming entities (e.g., sensors, drones) that are actively collaborating. They will learn based
on their experiences in the field and interact with each other to overcome unknown
situations, without any human interaction.

Sources of Risk

[1]No reliable communication connection between the vehicle and the other entities or the
loT-Infrastructure

[2] Poor GPS signals, resulting in a situation where the vehicle doesn’t know where it is
located and therefore can't move to the correct waypoint

[3]1Controller fails to make a reliable decision
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[4]Controller issues a wrong command
[5]1Sensor misalignments
[6]0verloaded loT-Infrastructure

[7]1Humans that are entering the field and are challenging the vehicles (standing in front of
it)and see if the vehicle reacts accordingly to the (mobile) obstacle.

Threats

[1] Malicious external parties can take over control of the vehicles and create dangerous
situations by moving the vehicles in areas where it is not allowed to go.

[2]Wrong/inconsistent input signals from external devices can lead to wrong decisions.

[3] Misalignments or damaged sensors due to intentional (malicious external party) or
unintentional (animals, trees, dirt) situations.

Precondition for
the Scenario

[1]Wireless Connection
[2]GPS Signal
[3]Mission defined by the operator

[4]Moderately trained controller

Successful end
condition

Mission is completed as initially planned by the operator.

Failed end
condition

Tractor stops and cannot finish the mission - e.q., tractor is blocked.

Fatal end condition

The tractor is damaged, or the environment(e.qg., field, crops)is damaged.

Frequency of Thisis the standard behaviour of the tractor, so this is a scenario that will constantly occur.
occurrence Each time the tractoris set out on a mission, this scenario will take place.

Actor(s) Tractor, bG private infrastructure, Agentsin the HyperMAS, Human operator DLT
Information [1]Human = Agents in the HyperMAS: definition of the goal

:z::;nge between [2]Agents in the HyperMAS = Tractor: definition of the path

[3]1Edge Infrastructure = Tractor: updated Al Model

[3] Tractor = DLT Manager: Status information about the tractor. This information can
include telemetry, sensor information, process information, etc.

[4] Tractor = IAKM: requests for additional information, like e.qg., map data including
unidentified obstacles, ML object/Al models.

Challenges for
scenario validation
(T5.3)

[1]Reliability of the environment perception with the 360 degrees cameraand the 3D camera
[2]Providing image/video data in a suitable format and data size
[3]Accuracy of the trajectory calculation of the tractor
[4]Communication reliability

]

[5]Data exchange and learning capabilities of the individual entities in the field

Changes e Deleted former key scene 1.5, which is covered by scenario 2. In scenario 1, the tractor
with respect to D2.1 is not transmitting the data to the human operator, so it can be deleted.
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Updated key scene 1.4, explaining how the obstacle bypassing Al could be updated
using other Al models if available in the system.

Updated scenario description by deleting the explicit usage of the drone. The target
was to have an Open Call partner that would provide a drone to the use case, which
didn't happen. As there is no drone available in the use case, the description was
updated accordingly.

Figure 10 provides a UML-based diagram of the scenario. This figure shows the activities of the individual entities and
the interaction between the different entities within the scenario. The individual activities (bubbles in the diagram) will
be described in more detail in deliverable D2.5.
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Figure 10: UCT- Collaborative loT Scenario
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2.1.6.2  SCENARIO 1.2 - HUMAN-IN-THE-LOOP

Scenario Name Human-in-the-Loop

Scenario ID UC1-Scenario?

Partners TTC, AVL, EURECOM, HOLO, HSG, SANL, AAU, TSI, UOULU

Description The semi-autonomous tractor encounters a situation (e.g., an obstacle) that it does not

know how to handle(e.g., it does not recognize the obstacle or does not know how to drive
around it). The tractor goes into a safe state and makes a request for a handover to the
human operator. The human operator receives the request from the HIL service and
creates a secure connection to the tractor. Via the connection, the human operator
receives visual data from the tractor to clarify the situation. With the aid of virtual reality,
the human operator will directly control the tractor around the obstacle to overcome the
unknown situation. After the situation has been solved, control is given back to the agent
and the human operator closes the connection.

Key Scene Key Scene 2.1: Tractoris stuck inan unidentified situation(e.qg., an obstacle was detected)
andis not able to clear the situation within given constraints.

U
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Key Scene 2.2: Tractor goes into a safe state and performs a request for handover to the
human operator. The safe state will be a position where the tractor cannot endanger
anybody and will not drive further until the situation is solved. The request for handover
can be a message to the human operator stating the fact that the specific vehicle
(potentially with tractor ID) is stuck in GPS-position and can also optionally send raw data
to explain the situation.

31/05/2022
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Key Scene 2.3: The human operator creates a secure connection to the tractor and
receives data coming from the tractor. The tractor publishes the required data.

Key Scene 2.4: The human operator uses VR to aid the tractor through the unidentified
situation. The operator identifies the problem using the information available (i.e., data
from different sensors)and will use VR technology to get a clear view of the environment.
VR glasses will be applied to create a surround view of the tractor. Based on this
information, the operator will take direct control of the tractor and will remotely drive it
around the obstacle.

31/05/2022
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Key Scene 2.5: After successfully handling the unidentified situation, the human operator
gives control back to the tractor and it continues its semi-autonomous behaviour. During
the remote controlling, the control information similar to the training labels are stored
along the corresponding sensory data as a new labelled data sample. After sufficient
amount of newly accumulated data, the obstacle bypassing Al model is updated.

Potential Variation
of the Scene

[1]Additional information coming from external sources(e.qg., a drone, sensors on the
field, etc.)

[2]The obstacle is not a stationary object, but is moving around (e.g., an animal)
[3]Different weather or environmental conditions (e.qg., dust particles) can influence the
information coming from the sensors, causing false-positives or false-negative.

Purpose

The purpose of this specific scenario is the generation of a plan for the semi-autonomous
tractor, so that in the future it can overcome similar situations. The human operator will
teach the tractor how to handle such a situation and after collecting sufficient amount of
such new data samples, the tractor will learn from it over time.

Sources of Risk

[1]No reliable communication connection between the vehicle and the VR device used by
the human operator

[2]Not enough data available to get a clear picture of the situation

31/05/2022
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[3]1 No possibility is available for driving around the obstacle. Either the human operator
has to come to the field to manually remove the obstacle, or a completely new trajectory
has to be planned for the tractor.

[4] Bad weather or environmental conditions (dust, sun flare, etc.) can cause sensors to
not correctly detect its environments, rendering them incapable of detecting the
obstacles in front of the vehicle.

[5]A saturated loT-Infrastructure cannot process requests.

Threats

[1] Malicious external parties can take over control of the vehicles and create dangerous
situations by moving the vehicles in areas where it is not allowed to go.

[2] External people could create a conflicting situation to see if the tractor can handle it
(e.g., like pedestrian stopping in the middle of the road to see if a highly automated vehicle
will actually stop); Operator needs to differentiate between legitimate and non-legitimate
situations.

[3]1 A malicious user may eavesdrop over the process and use the data to train its own
competing Al.

Precondition for
the Scenario

The tractor is capable of performing its task semi-autonomously (e.g., ploughing)and has
a set of cameras that is capable of assessing the environment. Additionally, a reliable
connection must be available between the tractor and the human operator to successfully
interact and allow the human operator to take over control. Additionally, the
communication channel must be capable of providing a good enough data stream to the
human operator to assess the unknown environment. Finally, the human operator must
have sufficient knowledge and experience to remotely control the tractor.

Successful end

The tractor has overcome the unidentified situation in a safe and secure way, with the aid

condition of thehuman operator. Controlis given back to the vehicle, and it performs itsautonomous
task again.

Failed end The human operator is not capable of guiding the tractor around the unknown objects,

condition caused either by insufficient data or not being capable of planning a path around the

object. The tractor will remain stationary, and the human operator/farmer has to go
outside to the field and drive the tractor personally to a situation, where it can continue its
autonomous task.

Fatal end condition

The tractor is damaged because it collided with the obstacle obstructing its path.
Additionally, the tractor could move in a wrong di