B Ref. Ares(2023)6595375 - 29/09/2023
ICT-56e aea [(r DI Yy wbDnbDdey]on ~nybanbDy og »I} AHUT
Grant Agreement number: 957218

IntellioT

Deliverable [».4
Integrated IntellloT framework
& use caseimplementations
(final version)

Deliverable release date |30/08/2023

Authors 1. SIEMENS: Andreas Zirkler, Andreas ZillerChristian Bachmann
2. EURECOM: Jérdébme Harri
3. AAU: Beatriz Soret, Andreas Casparsen
4. UOULU: Sumudu Samarakoon Mohamed Abdelaziz
5 TTC: Martijn Rooker
6. TSI Andreas Brokalakis Babis SavvakosThomas Kyriakakis, Fotini

Karetsi, Charalampos loannis Mitropoulosloannis Kopanakis
7. PHILIPS: Anca Bucur,BasFlaton

8. SANL: Antonios Paragioudakis, Sotiric Michail, Despoina Ntolka
9. HSG: Simon Mayer
10. HOLO: Clayton Gordy Nour Fendri
11. AVL: Wolfgang Hollerweger Holger Burkhardt
Editor Wolfgang Hollerweger(AVL)
Reviewer Simon Mayer(HSG)Clayton GordyHOLO)
Approved by PTC Members:Vivek Kulkarni, Konstantinos Fysarakis, Sumudu Samarakoon, Beatriz Sor¢

Arne Bréring, Maren Lesché

PCC Members:\{ivek Kulkarni, Jérdme Harri, Beatriz Soret, Mehdi Bennis, Martijn Rooker,
Sotiris loannidis, Anca Bucur, Georgios Spanoudakis, Simon Mayeétplger Burkhardt,Maren
Lesche, Georgios Kochiadaki3

Status of the Document In Work
Version 10

Dissemination level Public


https://upload.wikimedia.org/wikipedia/commons/b/b7/Flag_of_Europe.svg

—_
¢
=)
Ce

ICT56-e aea [(r DI Y WDRDIié Y]Goait Adreetgddti#ebm2ys 6 g » 1 ) r

|/
D5.4: Integrated IntellloTframework & use case implementations (final version) I n te I I l O I
Dissemination level:Public

Tableof Contents

10 U = SRRSO 4
ACTONYMS AN DEFINITIONS ...ttt ekt e e et e e ekt e e e bb et e e et e e e e ennns 6
N 1 o To 18 o3 1 T o I PR 9
1.1 Outline of thiS DEIVEIADIA...........ooiie et e e et e e e e e e s e e e e e e e e annnnees 9

N o aa] o Yo aT=T a1 a0 (=Te =1 ({0 o S SRR 10
2.1 Overview of Integration and Implementation Methodology............cveveeiiiiiiiiiiieee e 10
2.2 Collaborative 10T ENADIEIS........ooiiiiiii ittt et e et e e e e nneeas 12
2.2.1  Hypermedia MAS INFTASIIUCTUIE. ........uiiiiiiiie ettt 12
2.2.2 Web-based IDE for Hypermedia MUHRAGENT SYSIEMIS. ......cuuuiiiiiiiieiiiie ettt 17
2.2.3  INtEroPErability BOX ......cciiuiiiiiiiiiie ittt 18
A €1 (] o T- L= T [o Il o Tox- | By PP OO PP PP PRTPPPP 19

2.3 Human in the LoOOp ENABIErS.........ooo oo 21
2.3, HIL SEIVICE. .. eiiiiiteet ettt e oo 4ottt e e e oo b bbb et e e e e e e bbb b et e e e e e e erre s 21
e A o | Y o] o] o= 11T ] I TP P PP OPP PP 23
2.3.3 End User Goal Specification INtEIfACES .........oiuiiiiiiiiiie et 27
2.3.4  REMOLE OPEIALOr DEVICES.....ciiuiiiiiiiiiiie ettt ettt e et e e et e e e e st e e anneas 27

2.4 THUSE ENADIETS. .. ettt e e e e e et e e e e e s bbb e et e e e e e e snnbbreeeaeee e s 27
2.4.1  Overall Trust ENablers INtEQIratiOn..........uuuuuuuueeieueieiiietiiiaieaeanaansanenseneen 29
2.4.2  SecCurity ASSUIANCE PlatfOrM.........uuuiiiiiiiiiiiiiiiii s 32
2.4.3  TrUSE-DASEA IDS......ceeeeeeiee et e et e e et e e e e e e et teaaeaeannnareees 40
2.4.4  MOVING Target DEIENCES. . ..ottt ettt e e st e e st e e s 42
2.4.5 Authentication @Authorisation @ACCOUNTING (AAA)......eii it 44
2.4.6 Distributed Ledger TECHNOIOGIES .......uuuiuiiiiiiiiiiiiiiiii s 47

2.5 Infrastructure Management COMPONENTS............oviiiiiiiii ettt ettt e e e e e ae e e aeeeeeeeees 51

pZ V0t R o [0 [ 1V F= T F= Vo T=T 1Y o O 51
2.5.2  Dynamic NetWOrk ManagEIMENL.........uuiiiiiiiieiiiiie ettt et e e 52

3 Use Case SpecCific IMPIEMENTALIONS. ... ...ttt ettt neeas 67
I A O L O3 Yo [ o U L1 ] £ PSR OTP PP 67
700 I I = Tex (o ] G @ 11 {0 1T o PP PURPR P 67
3.1.2 Integration with the Agriculture Al MOdEIS...........ccooii i, 71
3.1.3  REMOtE OPEratOr DEVICE. .. ... 72

3.2 (O L@ o [T 111 o= = SRS 74
T T S 1 4 = U B 3= T SO 74
3.2.2  Integration With the Al MOUEIS........cooiiiiiiii e 74
3.2.3 Integration with the Patient Data REPOSITOIY........ccoiiiiiiiiiiiie et 76

3.3 (O [ @aC I /=T a 11 = Tex (1 1 o TSP PURT R 76

27/09/2023 2/85



ICT56-e aea [r DI YU WDRADQeé UjGrant Adraetdedti#asi2qQs 6 g »1 | An AU

|/
D5.4: Integrated IntellloTframework & use case implementations (final version) I n te I I l O I
Dissemination level:Public

170G 70 R = Lo oo ] A oo o1 { o =T RSO PERPT 76
G TR o =l 0o [ = AV G A o o PP PPUPPPPTN 77
3.3.3 Integration with the Manufacturing Al MOUEIS. ..o e 81
3.3.4  REMOtE OPEIratOr DEVICE. .. .. s 82
N ©7o ol 111 o] £ PRSP 84
S (=] (] 1= RS PETPR 85

27/09/2023 3/85



—_
¢

=)
Ce

ICT56-e aea [(r DI Y WDRDIié Y]Goait Adreetgddti#ebm2ys 6 g » 1 ) r

|/
D5.4: Integrated IntellloTframework & use case implementations (final version) I n te I I l O I
Dissemination level:Public

FIGURES

Figure 1: The IntellloT frameworkoexample artifacts and devices are shown in theipper, deployment part......... 9
Figure 2: Private GitLab group of the INtEllIOT PrOJECT. .........eiiiiiiiie it 11
Figure 3: UC1 demo setup worked out at Consortium Meeting#b.........cooiiiiiiiiiiiei e 12
Figure 4: Component architecture of the IAKM (server back end and client)............ccceeiiiiiiiiiiie e 14
Figure 5: Process flow of IAKM assisted FML training and FML model exchange...........cccccoviiiiiiiiciiiinen, 15
Figure 6: IAKM HTTP interactions for the FML SEIVICE.........cciiiiiiiiiiiie e 16
Figure 7: IAKM subscription/matching process for FIML SEIVICE...........uiiiiiiiiiiiiiie e 16
Figure 8: IAKM FML ServiCe demMONSIIALION..........eiiiitiiieiiiietie ettt et e et e e e e e e e nnnneee s 17
Figure 9: Highlevel, logical architecture of Interoperability BOX............ciiiiuiiiiiiiiieiiiiiie e 18
Figure 10: HIL support operation SEQUENCE CHAIT...........coiiiiiiiiiiie et e e e 22
Figure 11: HIL ServiCe HT TP INTEITACE. ........eiiii ittt ettt 23
Figure 12: HUManN in the LOOP INEITACES........ciiiiiiiiiiiii ettt 25
Figure 13: Unity3D apjpdation for HoloLens 2 and MQTT COMMUNICALION..........cuuvieiiiiieeiiiiie e 25
Figure 14: ISAR Server to ClIent INTEITACE. .......oiuuiii et 26
Figure 15: ISAR INtEIraCtioN DIAGIAML.......ciuiiiiiiiiiie it ettt ettt ettt e s bbbt e e e bt e e abb et e e e anbb e e e s annneeens 26
Figure 16: HIL Application: MaChING Daal.........cuueiiiiiiiieiiiiii ettt et e e e e ennneee s 26
Figure 17. Trust Enablers UML 10giCal Iagraml.........uuiiiiiiiieiiiiie ettt 28
V] HWiD Eod weDi€e]DF o6 »uiwlOy DnéatLDOUr... ). A UDALEVLZOA €] &
V] Awa D EOd @DFrot NDAny €] DF 6¢ toAét..»iwll..DAiearDIUR | il
Figure 20: Recording of SAP Assessment Results in the ledger, via interaction with DLT Manager (request &
] 010 0 1) R PSP P PP PUPPRPPUPPRN 30
V| AWiD eEJd weEDuOétrt €)DF o0¢g (@NonlUyaeyodar UYUDUYL.A32 Faol I
Figure 22. View of defined assets and executed assessments during SAP teStiNg..........ccccceerverieiiiieeeiiiieen 33
Figure 23. SAP testbed monitoring asSeSSMENT FESUIIS........iiiiiiiieiiiiii e 34
Figure 24.SAP Vulnerability Assessment carried out on testbed setup (Overview, KPLS)........cccccceviiiiiiniinnnn, 35
Figure 25. SAP Vimerability Assessment carried out on testbed setup (viewing details on results)................... 36
Figure 26. SAP Dynamic Testing assessment carried out on testbed setup (Overview, KPIS)..........cccccovuveeenne 37
Figure 27. SAP Dynamic Testing assessment carried out on testbed setup (viewing details on results).......... 38
Figure 28. Exported SAP assessment report in PDF format (in this case, of a vulnerability assessment)........ 39
Figure 29 Architecture of the Trust-based IDS t00L..........ccuuiiiiiiiii e 41
Figure 30: Communication between IDS components and the MTD and SAP modules.........ccccccveviieeeiiiineen. 42
Figure 31 General communid&n architecture of Ethereum DLT NetWOrK.........ocoviiiiiiiiiiiiiiiii e 48
Figure 32 Implementation Of DLT MaNAGETS.........uti ittt ettt e e bt eeabb e e e e snbaeee s 49
Figure 33: Smart contract of recording SENSING AaLA...........uviiiiiiiiiiiii e 50
Figure 34: SigNING @ trANSACTION....... . .teiie ittt e e e bt e e e aa b et e e e aabe e e e e et ba e e e s anbe e e e e snbeeeeesnbaeeeeas 50
Figure 35: Sending a transaction from clients to distributed ledger...........ccviiiiiiiiii 51
Figure 36 QUEerying tranSaCHiON GELAIIS. .........eiiiiiiieiiie ettt et e e e e ananeee s 51
Figure 37: Topology view with Stream INfOrMaLIoN............ocueiiiiiiiiiiii e 53
Figure 38: Topology view with stream information iN Web Ul...........ciiiiiiiii e 54
Figure 39: Communication service request Via the Web Ul...........cooiiiiiiiiiee e 55
Figure 40: Communication service details iIN WeD Ul .......c..oooiiiiiiiiiii e 56
Figure 41: TSI teSt AP, SENUET SIUE.....eiiiiiiii ittt ettt et e e e st e et e e nbae e e nnnaeee s 56
Figure 42: TSN teSt QpP, FECEIVET SIUu. ... i ittt et e e sttt e e a bt e et e e s bbe e e s annaeee s 57
V] Awa D 606 »DUOY 0DUWLUYU EULUELELDC.. L.b. o ALANILALEDIRU |
Figure 44. LL-MEC HTTP API available to the communication resource Manager..........cccveeruveeeeriivreeesieeeeens 58
Figure 45. FlexRAN HTTP API available to the communication reSource Manager..........ccocveveveeiererieresineens 59
Figure 46: MOSaIC5G FIEXRAN HTTP AR ...coiiiiiiiiiiiiiie ettt e et e e nnnneee s 60
Figure 47: M0saic5G FIEXRAIRASEA RNIS SEIVICE- ... ..eiiiiiiiieiiiiii ettt e et e e e sbaeee e 61
Figure 48: Mosaic5G FlexRAWased ElasticMonitoring HTTP AP L........ooiiiiiiiiie e 62
Figure 49: OpenAirinterface 4G/5G Core [SOUICE: OAL....uuiiiiiiiiie ettt 63
Figure 50: OpenAirinterface 4G/5G Core SOftWare rePOSIIONY.........cuviiueieiieerrie e 64
Figure 51: OpenAirinterface 5G RAN NSA and SA architecture (Source: QAD........ccoveeiiiiieeiiiiee e 65

27/09/2023 4/85



ICTF56e aea (r DI Y WDnDUQé | )Grant AgreetdeDtt#@s50208 6 g » r

|/
D5.4: Integrated IntellloTframework & use case implementations (final version) I n te I I l O I
Dissemination level:Public

—_
¢
=)
Ce

Figure 52:lllustration of the 5G RAN UE radio UNIt...........ocuuiiiiiiiiiiiiiiie e e e 65
Figure 53:lllustration of the 5GRAN gNB Remote Radio Unit (RRU) UNIL..........cccoeiiiiiiiiiiiiiieee e 66
Figure 54: Schematic overview of the Tractor CONIOIIET.........coouiiiiiiii e 67
Figure 55: Test Setup for traCtor CONTIOIET.........ue it 68
Figure 56: tractor controller Ubuntu DiONIiC CONSOIE..........ouiiiiiiiiii e 68
Figure 57: Tractor Controller SEtUP 1P taDIES..........coiiiiii e 68
Figure 58: Functionality testing of Docker with helloWorld @pp........cocveiiiiiiiiiiii e 69
Figure 59: tractor CONroller FUNDLT MANGGE -.......iiiitiiieiiitt ettt e ettt et et e e e e e st e e e eee s 69
Figure 60: SW Architecture for deploying applications on the tractor controller, supporting ROS..................... 70
Figure 61: 5G connectivity t0 the tractor CONIOIIET...........iuiiiiiiii e 71
Figure 62: Laboratory setting of obstacle bypassing Al tE€SHING.........cuuiiiiiiiiiii e 72
Figure 63: Code Sample Custom Send FUNCHON SEIVET SIAE........cocuuiiiiiiiiiiiiiiiie et 73
Figure 64: Code Sample Custom ReCEIVE FUNCHON.........uuiiiiiiiiieiiii et 73
Figure 65: Code Sample Custom Send FUNCtion CHENt SIde..........ooouiiiiiiiiiiiii e 73
Figure 66: Local Al iNtegration INTO G- ... .eeei ettt e bbb e et e et e e anbe e e s annneee s 75
Figure 67: Implementedworkflow for FederatedLearningJob. ...........ccuuiiiiiiiiiiiiiiiie e 76
Figure 68: Example workflow of production With [aSer CULEN. ............cueiiiiiiiiiiiic e 78
Figure 69: Example workflow of production with milling machine..............cccccoiiii 79
FIGUre 70. /JOD/TEXE @XAMIPIE....c ettt et e e e st e e e s a b et e e e ettt e e e sabe e e e e anbe e e e e nnbeeee e 80
Figure 71. Example illustrative outcomes of area detection Al for a workpiece on the engraver (left) and the grab
point Al of a workpiece on the StOrage (ML) ........eveeiieeieiiiii e 82

27/09/2023 5/85



ICT-56-e aea [r DI Y WDhnDIiOé YjGrant Adraetdddti#asiogs o g »

4
D5.4: Integrated IntellloTframework & use case implementations (final version) I n te I I l O I
Dissemination level:Public

—_
¢
=)
Ce

ACRONYMS AND DEFINITIONS

Acronym Definition

5G NR 5" Generation New Radio

AES Advanced EncryptionStandard https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
Al Artificial Intelligence

AMQP Advanced Message Queuing Protocoltps://www.amgp.org/
API Application Programming Interface

AR Augmented Reality

CAN Controller Area Network

CBC Cipher Block Chaining

CIDR Classless InterDomain Routing

CN Core Network

COVIDP19 Corona Virus Disease of 2019

Dapps Decertralized apps

DLT Distributed Ledger Technology

ECG Electrocardiogram

EMS Edge Management System

ETH Ether crypto currency

FML Fast MachineLearning

GPS Global Positioning System

HMAC (Keyed) Hashbased Message Authentication
HMU Head Mounted Unit

HyperMAS Hypermedia Multtagent System

IAKM Infrastructure Assisted Knowledge Management
ID Identification

IDS Intrusion Detection System

IMSI International Mobile Subscriber Identity

10 Input/Output

loT Internet of Things

ISAR Interactive Streaming for Augmented Reality
IT/IOT Information Technology/Operational Technology
JSON JavaScript Object Notation
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JSON-LD
JSONRPC
JWT
Keycloak
LLDP

MEC

MTD
Node-RED
NodeJS
OAuth

OpenID

Connect
OpenAPI
QoS
RabbitMQ
RAN

ROS
RNTI

SAP
Solidity

TD
TLS
TSN
TUN
ucC
UDP
UE
UML
UR5

VLAN
VPN

27/09/2023

JSON forLinking data

JSONbased Remote Procedure Call

JSON Web Token

Keycloak OpeRrSource ldentity and Access Management
Link-Layer Discovery Protocol

Mobile Edge Computing

Moving Target Defeises

Low-code programming for eventdriven applications https://nodered.org/ built on Node.js

The node.js open-source cross-platform JavaScript runtime environment

Open Authorization https://oauth.net/ ) is a way to get access to protected data from an
application.

OpenlID Connecthttps://openid.net/connect ) is a simple identity layer on top of the OAuth 2.C
protocol

OpenAPI littps://www.openapis.org ) is a specification language for HTTP APIs.

Quality of Service

RabbitMQ lfttps://www.rabbitmg.com ) is anopen-source message broker

Radio Access Network

Robot Operating System https://www.ros.org

Radio Network Temporary Identifier
Security Assurance Platform

Solidity (https://soliditylang.org ) is a statically-typed programming language designed for
developing smart contracts that run on Ethereum

W3C WoTThing Description

Transport Layer Security

Time Sensitive Networking

Network TUNnNel a kernel virtual network device

IntellloT Use Caseg(t agriculture, 2: healthcare, 3: manufacturing)
User Datagram Protocol

User Equipment

Unified ModellingLanguage

Universal Robots UR5 Collaborative Robot Arm (https://www.universal -
robots.com/products/ur5 -robot)

Virtual Local Area Network

Virtual Private Network
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VR Virtual Reality

w3cC World Wide WebConsortium
WoT Web of Things

WP Work Packageof IntellloT project
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IntellioT

1 INTRODUCTION

This deliverable D54 summarizes the work that has been done in thesecond cycle of Task 5.1, related to the
integration of components and their interfaces in the 3UCsof IntellloT. The predecessor of this document is the
first version D5.1.The aim of Task 5.1 is toimplement the 10T applications, their underlying services and the
planned demonstrators of the use cases, while remaining in the developer environment and utilizing mostly
simulated data. The step towards the demonstration environmentis done in Task 5.2 Deliverable D54 therefore
provides the final version of the integrated IntellloT framework of technology components (from WP3 and WP4) as
well as the fnalimplementation of use case applications and servicesThe components of the IntellloT framework
are based on the 3 pillars (a) humandefined autonomy, (b) distributed, selfaware loT applications and (c) an
efficient, reliable , andtrustworthy computation & communication infrastructure as indicated Figure 1

Computation & Communication Infrastructure

WAC Thing
Description

loT Applications

Iianual

Camera Camera X
Agent Caonstrained =]
o Device 1
Plan Robot Arm Gateway Consained =
anstraines
Deployment — B Device?
Al Algorithm X
Transiates goal Resource
o plan Qtos .
=) Mans
A lanages
4 Intell 9 TS 7{9@ Human < <= Intell ¥ laT <
& HyperMAS T Dynamic Infrastructure Management |~ &
Frovides goal
Planner Machine loT/Edge Management
Interface =
inieroperability ccGoap>* | (e.g ARNVR, D Orehestrater
Box Build X* Haptic stylus)
Resource Dy g
Allocator
Allocates .
Cemmunication "
Failure Dalector artifacts Resource Manager Virtual RAN Radio
ophmelly
Resource-aware
ML Inferencer Re-waining using Network Controller Private 5G Core
Resource-aware human expenise
Re-trainer Data-driven
e WNF Manager
Al Model Netwerk Optimizer
Aggregator

Trust & Assurance Management
Security A R
Platform DLT Manager

Legend: <<Arifact>> <<Devica=> <<C8C Module>>

Figure I The IntellloT frameworkaoexample artifacts and devices are shown in the upper, deployment part.
The relation to other Tasks and Deliverables of the IntellloT project is thi®llowing:

In T2.3 the architecture specification & interoperability the components were definedand described in D2.3High
Level Architecturer. In the first versions of the deliverables of the tasks of WP3 (distributed self-aware 10T
applications) and WP4 (Efficient, reliable, and trustworthy computation & communication infrastructure) the
technological components making up the IntellloT framework have beewlescribed in detail. T5.2is following T5.1
inthe ¥ 61 DA YR Ult villidepkbyi Bet,tand demonstrate the IntellloT framework components andUC
applications in the demonstration environment, which means we will conduct the demonstrations for the 3JCsin
real-life settings by incorporating, e.g., an actual tractor, real patients, and actual manufacturing devices and
machinery.

1.1 Outline of thisDeliverable

To present thework of Task 5.1 on integrating the componentsthe remainder of this deliverableis organized as
follows:
1 Chapter2 details the integration efforts on the different components of the IntellloT framework.
1 Chapter 3 describes the use case specific implementations, particularly, the implemented applications
and services.
1 Chapter4 concludes this deliverable and outlines future work.
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2 COMPONENNTEGRATION

In D26 the final high-level architecture of /ntellloTwas described. Components were identified and clustered ino
five core component groups (see Figure 2, which is described inD26 as Figure B). In the deliverables of WP3 and
WPA4the functionality anddesign of those componentsis described. Before the deployment of these components
to UC13is donein T5.2 they areintegrated in the developer environment Therefore, in the following sections the
test environment, inputs, and evaluation of the outputsare described. The sections represent the first four core
component groups, and we describe the individual components within these groups in the respectiveubsections.
The fifth core component group (the use case specific implementations)is covered separately in Chapter 3.

-

Collaborative loT Enablers Human-in-the-Loop Enablers Trust Enablers
Hypermedia MAS Web-based IDE for 5
e e Hypermedia MAS Data Repository Security Assurance Platform
Infrastructure Infrastructure . .
Assisted Knowledge | Assisted Knowledge HIL Service RemmEEErEm LT | [ D
Manager System

Management Server Management Client

Moving Target

Interoperability Box HIL Application Security Primitives Defenses

Local Al Global Al HMIs AAA Event Captors

Infrastructure Management
Core
[ F K
Edge Management ramewor
Edge Orchestrator Edge Manager Computational Resource Manager
Dynamic Network Management
5G Low Latency 5G Network
MEC Monitoring
TSN Network Controller Communication Resource Manager Private 5G Core
5G RAN
CORN Controller
Use-Case Deployment
/ Edge Infrastructure \
Edge Apps Edge Al Models
UC-specific
. ~ Enablers
Edge Devices
Sensors Actuators Controllers
\ v
- -’

Figure2: High-t DEDt E] DF 064 "1 UD¢t(&otrcesDCB, FiguieHB)AEé L & 0AT ] UDAUWD D

2.1 Overviewof Integration and Implementation Methodology

Integration of components (deployment is content of follow-up task T5.2) is done in different developer
environments. For Continuouslintegration (Cl) gprivate GitLab groupwas set up with subgroups for the pillars of
IntellloT containing further sub-groups and projects for the components(seeFigure 2).
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Figure 3: Private GitLab group ofthe IntellloT project.
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From May 2021 toJuly 2023, 48 bi-weekly WP5 online meetings including T5.1 topics were held.
When, after Covidlockdowns, the consortium membersfinally could meet face to facein Munichat the consortium
meeting #5 (Nov 29& 392021J), it was easier to alignintegration issues of the 3 UCs A result wase.g.,the UC1 demo
setup slide inFigure 4.

¢NJ ORARIT NI & G NHzO G dzNB,
1

WAOKSNYSG L¢ Fiog2ali Nd
[ ¢o/R2y (NBT

{ S$OdNR (&
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Figure4.: UC1 demo setup worked out at Consortium Meeting#5

2.2 Collaborative loTEnablers
2.2.1 HYPERMEDIA MAS INFRASTRUCTURE

The Hypermedia MAShfrastructure tis a platform that is used to create and deploynypermedia environments that

are basedon the Agents & Artifacts Meta Model Its key abstractions aref F o 0 L U¥F & AW |ggasayidD r
t eADAYUrd »1 D [ Fo i br&modleNd &MBCEWOT Things angd pxgaseheidfunctional interfaces

using W3C WoT Thing Descriptioh While agents are not modelled as W3C WoT Things, they also provide a REST
API.The infrastructure furthermore permits Agents to observeresources in the hypermedia environment through

a W3C WebSub HubSince the Hypermedia MAS Infrastructure is described in detail i®ection 3.1 of IntellloT
Deliverable D35, we only give a brief account of its capabilities for contextualizationin this integration -oriented
document.

AcebDiaUjon o6¢g UYI D [+TFTDUNDC)é& q!p ~ngitandld edchadlé wdddwjdel CDTFL
Together with locally deployed instances of the MAS Infrastructure, this is useth the IntellloT use cases To

machine clients, it then provides the functionality to create, populate, and updatehypermedia environments
containing workspaces, artifacts, and agents RelevantCD€ | ADU yl ey éabD CDFtot+tDC | n

https://github.com/Interactions -HSG/yggdrasil

2» 1 DUD abDgbDd Yo UYUID OoGLC O] CD 0ODa :o6nUcay] wNrRU woOd: y
recently standardized Thing Descriptions (TDs) that describe the metadata and interfaces of WoT Things.

8 https://yggdrasil.interactions.ics.unisg.ch/
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mobile robots* and stationary robotsy YT ¢ Y No AL CDe) ADU ¢giaoN ~AyUDLE”~O»
tractors € i C p | DRSDabdigras well as selected devices that are deployed with IntellloT partners (e.g., the
UC3 Mock Engravéjare registered with the infrastructure using W3C WoT TDGiven this setup, br the registered
(hypermedia) artifacts {.e., the robots, engraver, etc), the infrastructure exposes the W3C WoT Thlescribed
hypermedia controls to permit Agents to interact with this artifact and to permit Domain Experts to configure
Agents to autonomously interact with it (seeSection 2.2.2, Web-based IDEfor HypermediaMulti-Agent systems).

In addition, artifact TDs can beupdated, and clients can subscribe to receive notifications through the
jngaelyawAUyUWwa Dr Furtbetmore,Ghg infrasitriictufe éxpases semantic cortainment relationships
using the EVE vocabulary (seel] and [2]) for the current version and the HMASvocabulary for the version in
development workspaces and environments that permitthe crawling of all registered resources and, thus, the
efficient searching for artifacts that might be required by aclient.

2.2.1.1 INFRASTRUCTURE ASSISTERGWLEDGE MANAGEMENT (IAKM)

The IAKM module has a dual task of assisting in the identification of potential Al modalequired by an agent
according to a specific semantic, as well as assisting in the training of a Al model according tothe model's
required environment semantics. Accordingly, the IAKM provides two main functions toother IntellloT
components:

1 An HTTPAPI to subscribe to train or use a required model
1 AJSONbasedsemantic for Al modelsuniquely describing the Al model or the Al environment required to
use, respectively to train.

2.2.1.2 IAKMINTERNAL FUNCTIONS

The IAKM has two components/AKM backendand IAKM client securely connected and providedas a multi-
microservice docker container.

The IAKM backends a set of microservices provided as a multidocker container and providing the infrastructure
side of knowledge management. It consists ofzarious complementary microservices:

1 Databroker olt /s implemented as a1 MQTT broker, with secured subscription and message passing
between the IAKM agents and théAKM server microservice

1 /AKMserver- its main objective is to handle the authentication of the external microservices,such asthe
IAKM clientspr the global Al component Its second objective is toact as aWebserver and exposean HTTP
API to the Al entity.

1 Databasenit is implemented as a MongoDB and is connectkto the AIKM server to save and retrieve
knowledge models if locally available.

The IAKM clientis a set of microservices provided on the client side and connected overraHTTPAPI to local Al
workers. It has two main interfaces:

1 Northbound APIait is a MQTT API to send and retrieve data from the databroker. It also subscribes to the
AIKM server.
1 Southbound APkt is a HTTPAPI to expose subscribe and publish functions.

“https://lyggdrasil.interactions.ics.unisg.ch/environments/intelliot/workspaces/uc -
agriculture/artifacts/spockbot

5 http://yggdrasil.interactions.ics.unisg.ch/environments/intelliot/workspaces/uc _ -industry/artifacts/leubotl

6 https://yggdrasil.interactions.ics.unisg.ch/environments/intelliot/workspaces/uc _-industry/artifacts/engraver
" https://ci.mines -stetienne.fr/hmas/core#
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The achitecture of the IAKM (backend and client) is available ifrigure 5.

Cloud/MEC

kmsaa API

db API
ad API

kms
REST
kmsca API
kmdb API

kmr — knowledge management Rest API
kmq — knowledge management MQTT API
kmca API kmca - knowledge management client authentication API
kmgq API kmdb - knowledge management data broker API

kmsca - knowledge management server client authentication API
kmsaa - knowledge management server agent authentication API
kmsad - knowledge management server agent data API

db — database API|

kmr API

Figure 5: Component architecture of the IAKM (serveback endand client)

2.2.1.3 IAKMMESSAGE FLOW AND INTEGRATION WITH Al COMPONENTS

Figure 6illustrates the message flow and integration of the IAKM client and backend wittne GlobalAl component.
In this example, we considered one Al infrastructure aa FML controller and two Al agnts as FML workerdor two
functions:

1 Al knowledge retrieval for usagemone or more Al agents require the assistance of the IAKM to locate a
particular Al model. In that function, the Al infrastrudure is not required. If the IAKM has the requested
model in its local DB it will provide it to the Al agent. If not, it will contadhe external IAKM backend entities
to locate the Al model.

1 Al knowledge training assistanceothe IAKM does not train Al models but provides assistance in the
training in the form of the identification of the most efficient Al agents to train a particular Al model.

Although IAKM internal message exchanges are either based on MQTT or plain socket APls, the I&ivexposes
HTTPAPIs to subscribes to a particular IAKM servicep post or get particular Al models.

The upper part of Figure 6 (for usage) shows that both FML controller and both Al agents subscribe to an IAKM
service. Note that specific callback functions are implemented on the IAKM agent and serveo provide a REST
subscription API. In the examplethe Al agentssubscribe to a particular A model according to a specific Al
semantic. The IAKM retrieves the Al model and pushes it back to the Al agents.

On the lower part ofFigure 6 (for training), we can see that the Al agents subscribe for their availability to train
according to a particular environment (transmitted using a Al semantic).In turn, the FML controller subscribes to
finding Al agents according to a particular context. The IAKMerver makes the match and provides the Al model to
the matching Al agents. In turn, after training, both agnts send the updated models to the IAKM server, which
pushes back to the FML controller. Once merged, the updated Al model is saved on the IAKMabase.
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Figure 6. Process flow of IAKM assisted FML training and FML model exchange
2.2.1.4 |AKMHTTPAPI DESCRIPTION

Figure 7 depicts the subscription flows between the FML controller, the FML agent and the IAKNMhe IAKMagent
HTTP APprovides callback-based subscriptions to three Al functions:

1 Train @it is a subscription to ask for the assistance of other Al agents to jointly train a required model. In
the case of an infrastructure FML, the IAKM will locatél agents and provides them taghe FML controller.
In the case of Gossip FML, the IAKMdates Al agents itself and exchange Al models directly between Al
agents.

1 Useaitis a subscription to ask the IAKM to retrieve an Al model it needs to use.

1 Availableit is a subscription to indicate to the FML controller that the Al agent is availdb for training
according to the current Al context.

The IAKM server provides different services:
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1 Savel/load- saves or loads an Al model from the DB and provides it either to the infrastructure Al or to the
Al agents.

1 Subscription matching aprovides the matching between the subscriptions of the infrastructure Al and the
Al agents.

Figure 7: IAKMHTTP interactionsfor the FML service

The subscription matching may be better seen onFigure 8. After both FML controller and workers initially
subscribe to the IAKM backend (brokey)the IAKM server matches both according to a similarity index on the Al
semantic and publish the matching Al model.

Pub (“sub/agent/ego1/model1”)

FML controller tego 1/model 1

Broker

Agent

Figure 8: IAKM subscription/matching process for FML service

2215 |IAKMEXAMPLEOFML TRAINING

Figure 9 depicts the output of the IAKM assisting FML. Both FML and the FML workers are implemented gyegorch
FML codeconnected to the IAKM via the exposedHTTPAPIs. The selectedsemantics to subscribe to and post Al
models are generic at that stage and for the sole purpose of showinghe functionality of the back-end services.
The IAKM Al semantigare currently being defined.
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The Webbased IDE forHypermedia MAS enables Domain Experts to configure Hypermedia MAS ioyegrating

Agent-oriented Programming with a necode environment that permits programming AHD i Y UR

FuioADC

knowledge as well as the organizational setup of a Hypermedia MAS. This component is described in detail in
Section 3.2 ofthe IntellloT DeliverableD35 and we therefore only give a brief account of the capakities of the
currently implemented system.

Using the Webbased IDE for Hypermedia MAS, Domain Experts can select an operating workspace from the
workspaces provided by the Hypermedia MAS Infrastructureand thereby gain access to the artifacts in that
workspace via W3C WoT TDs. Based on thesgchine-readable descriptions of the artifact interfaces, the Web-
based IDE synthesizes Blockly n@ode programming blocks that are tied to programming abstractiors in the
Jason agent programming language.By combining these blocks, Domain Experts may configure Agents to
consume information from artifacts, reason upon it, andissue commands to artifacts based on their reasoning.
Agents may also be configured to comranicate with each other. The Webbased IDE can also create organizations
by using graphical abstractions to represent the structural, functional, and normative components of an
organization. The Webbased IDE can also attribute a role to an agent runmj on the Hypermedia MAS
Infrastructure. Usingthe current version of the Webbased IDE for Hypermedia MAS, Domain Experts may program
multiple Agents simultaneously usingthe blocks abstraction (including authentication workflows when using
interaction affor dances of devices and services, which is currently limited to keybased authentication methods
[Basic, APFKey]), persist and load Agent codedefine and store MAS configurations, submit MAS configurations
for execution, and add and removeéAgents to/from a currently running MAS.

2.2.3 GOAL SPECIFICATION FRONTEND

The Goal Specification Frontend is dJG specific component, described in Section 3.3 in Deliverable D3.5. This
component enables the end user to definea goal to sendit to an agent running on the Hypermedia MAS

Infrastructure.

This component can be integrated within an existing interface for end users. For exapte, in UC1, the Goal
Specification Frontend was implemented by adding a buttorio afarming management system that was provided
by one of the IntellloT Open Call partnerdJsing this button, the usersends a generated goato an agent running
on the Hypemedia MAS Infrastructure whose URL is known by serializing the goal into the JSON format that the
agents can parse. In UC3, the component was created from scratch since no interface for end usesmsas provided

in this use case.
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2.2.3 INTEROPERABILITBOX

The Interoperability Box (I0 Boxyas been described in Deliverable D3. As a component in the IntellloT framework
it aims to interface heterogeneous devices that have either their own private semantics or areinable (from a
computational point of view as these are limited resource device$ to communicate with theHypermedia MAS and
the related communication mechanisms it uses. Thelnteroperability Box is deployed in an intermediate node
(assuming the role of a gatewaypridging 10T devices and the I0oT application.

The gateway has the necessary physical interfaces to communicate with those devices and the software stack
necessary to bridge these deices with the 10T application. The software stack has two main components. The
first one involves the device specific low-level drivers that represent how the local system views and accesses the
device. The second component (called 10 Box) provides a tislation between this local view and a higher level W3C
WoT TD description that the remote 10T application may use to communicate with the device. In this way, devices
with protocols that do not yet have a W3C WoT TD binding become available. Once the dedescription has been
advertised to the HyperMAS, the communication API idefined, and the 10 Box implements the specified HTTP
REST API to enable the handling of the device from the loT applicatiofigure 10demonstrates this architecture.

HyperMAS Infrastructure

HyperMAS Agent

W3ICWoTTD

Communication W3ICWoTTD
Interface (HTTTP Description

REST API)

Gateway

Interoperability Box Logic
P v e Device

Device Communication Handling
(Protocols and information formats)

O5-specific Device Drivers

!

Limited
Resource
Devices

Figure 1@ High-level, logical architecture of Interoperability Box

The Interoperability Box requires a Linuxcapable device, with properphysicalinterfaces with all devices that have
limited resources and need its servicesto communicate with the IoT application. A common example of such a
device is the Raspberry Pi, which is theevice chosenfor demonstration purposes in IntellloT.

The latest version of the Interoperabilty Box can be found on the public repository at
https://gitlab.eurecom.fr/intelliot/iobox
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It is developed in Python and can run in any system that supports recent Python versions. The provided
functionality by the curent version is communication with a MiroCard [5] over BLE(used as a demonstrator in the
Manufacturing use case, and generic serial devicego facilitate the second Open Calpartners. Within IntellloT the
Interoperability Box runs on a RaspberryiRlevice provided by HSG

When the Interoperability Box is executed using the Manufacturing use case configuration, it provides the
following endpoints:

17 /

1 /devices

1 /devices/ble

91 /devices/ble/mirocard_testbed/temperature
91 /devices/ble/ mirocard_testbed/humidity

All of the above use GET requests. Other types of requestan be added when that is meaningful for the underlying
device (for example when the underlying device is an actuator)The first three requests are not ted to a specific
device. '/ is used as a health check endpoint. '/devices' will list the number of configured devices per interface, for
example:

{
"ble": 1,
"serial": 2
}

And for each interface type listed above, one can also request the configured device detailising for example the
'/devices/ble' endpoint:

{
"mirocard_testbed": {
"mac": "60:77:71:57:17:c9",
"module™: "ble",
"name": "testbed",
"type": "mirocard"
}
}

In the MiroCardcase, we can check the values measured but cannot send commands to it. The Interoperability Box
will always store the latest MiroCard measurement and provide that as a response. Measurement value is always
accompanied by the measurement timestamp so the@questing party can take more meaningful actions about the
value itreceived. For example, a GET request at the '/devices/ble/mirocard_testbed/temperature’ endpoint, yields

a response like the following:

{
"temperature": 21.58,
"timestamp": 1678460 287
}
2.2.4 GLOBALAND LOCAIAI

In collaboration, global and local Aéstablish a distributed Al system, implementing Federated LearningThe main
tasks of the Global Al Component are model aggregation and model evaluatidrhe main two roles of the Local Al
are () to train the local Al model using training over local data and communicating with the Global Al, and (Il) to make
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local inference utilizing the knowledge acquired throughout the network. The tasks defined under inference is use
case-specific, which are describedseparately inChapter 3. Inthat section, we also briefly describe the integration
of the Global Al with the Local Al Component and the IAKM Components.

2.24.1 RESOURCE AWARE SCHEDULER

In UC1 and UC3, the Global Al Componpetform an additional function of resource-aware scheduling:Depending
on the available computation and communication resourcesit determines which Local Al components need to be
scheduledto carry out local model training for a given training iteration. Here, the objective is to ensure that the
accuracy of the model isimproved over scheduling a subset of Local Al components.

Input: For a given training iteration, he size of the local dahsets, the estimates oflocal computing power available
at the devices running Local Al componens, the estimated channels between the local devices and Global Al
component, and available communication resources (resource blocksare used as the inputfor the Resource
Aware Scheduler.

Qutput: A Boolean vector corresponding to a subset of Local Al Components that needs to carryout local model
training and model sharing duringhe selected training iteration.

Test Environment: This is tested over a simulated which is a Python development environment running on a
Windows workstation. Here,the local computing power availability is modelled as a Poisson arrival proces8][and
the dynamic wireless channel are generatedccording to Rayleigh distribution [4].

2.24.2 MODEL AGGREGATOR

The role of Model Aggregator is taupdate the Gobal Al Model using the inputs received from the Local Al
components.

Input: For each training iteration, the size of the local datasets along the Local Allodelsare used as the input.

Output: The Local Al Modelparameters are averagedin terms of dataset size as their weightsto generate the
parameters of the Global Al Modelwhich is the output of the Model Aggregator.

Test Environment This is implemented and tested over simulated environmentshat typically run ondevelopment
PCs,prior to integration.

2.24.3 MODELEVALUATION

As part of the federated learning process, newAl models with the aggregated updates from the Local Al need to
be evaluated against the baseor current Gobal Al model. This evaluation is performed bycomputing an
appropriate model performance metric (accuracy, mean squared error, amongst otherspn a curated dataset
available at the Global Al.The evaluation will determine if the new Al model should be sent to the Local ahd
replace the current GlobalAl model, alsoconsidering the personalization of Local Al models in certain use cases.

Input: A base or current Global Al model and a new, updated Al modslwell as a curated datasethat serves as a
reference dataset to ensure that model performance is preserved

Output: The model performance metric from both models described in INPUT computed on the curated dataset.
A researcher will determine if there is an improvement in which case there is a new Global Al moderhe
researcher will also determine if the new model should be sent to thd.ocal Al. We will as well explore local
customizations of the model and evaluate approaches towards out of distribution detectiorio automatically reject
updates that are basel on erroneous otlow-quality data and ground truth. We will explore if this method can reject
updates based on data collected for instance with wrongly positioned devices or other type of technical errors.

In UC2,considering that in production the models will be subject to strict regulatory requirements, we separate
the training and validation processes from the deployment of new modelg production and their use for inference
Similarly, the exploration of model customization to local data, without updating the global model, wilbe explored
as a research concept but notautomatically rolled out from the training and validation workflow into the
production/model inference workflow.
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Test Environment As part of the Global Aldeployed onuse case specific, accessiblelocation, like Amazon cloud,
or 5G MEC.

2.2.4.4 INTEGRATION WITH THE LOCAL Al

As described in Deliverabldd3.6, the federated learning framework used in IntellloT distinguishes between a Global
Al and a Local Al. The Global Al wikceive model updates sent by the Local Al through a protected and secure API
and a HTTP over TLS connection on a 5G network. As was described in Deliver@l®, pending model aggregation
and evaluation, updated models with improved performance will beent to the Local Althrough the same API and
connections. Once the Global Al determines that an improved model is available, it will pushdtthe Local Al as
either an update to the model itself or as an update to the whole Local Al.

It is envisioned that the trainingas part of the federated learning process athe Local Al will beinitiated from the
Global AJ allowing it to pass to the Local Al various training aafiguration parameters. It will be left to the
(integrated) local Al, to decide tgparticipate in a training cycle, depending onconstraints of the Edge device like
battery level, connection to metered network, etc.

2.245 INTEGRATION WITH THE IAKM

For UC1 andlC3, the Alcomponents will communicate with the IAKM, as described in Deliverables 2.2 andé2and
in this deliverable Section 4.2.2.

2.3 Humanin the Loop Enablers
2.3.1 HIL SERVICE

The HIL Service is an IntellloT specific service whicmediates between HyperMASand HlLapplication. Figure 11
gives an examplehow the HIL Service, HyperMAS Edge Orchestrator, Robot Controllerand multiple instances of

the HIL application could interact ona help request raised by an Al ithe manufacturing use case.Please note hat

these interactions are based on the actual interface definitions in the TDs that are resolved at run tim&igure 11
provides examples of what requests might be sent by the componentswhich are defined by the component
vendors and described irSwaggerspecifications. The HIL service itself solelyexposestney T DL ¥ a DUOWDUUYr
which is used by HyperMAS in the example inFigure 11 and depicted in Figure 12 See
https://qitlab.eurecom.fr/intelliot _-project/human -in-the-loop/hil -service/ -/blob/master/hil -service.yaml  for
details. All other interfaces referred to in Figure 11are exposed by the components surrounihg the HIL Service

and defined in thecorresponding component descriptions.

One special thing about the HIL service is the MQTT requeshich, via a MQTT broker, goes out to alailable
operators, i.e., directly to the Hololensesor the operators. The operator who accepts the request first gets the job,
later acceptances from other operators will be refused.TheHIL service will now establish the realtimeconnection

between the operatorand the HIL application.

To test the HL Service, we are usingan HTTPclient, e.g., Postman, to trigger the help request interface. For the
interaction with other services, we have been usingsimple stubs, which can be generated from the swagger
descriptions or W3C WoTTDs and filled with simple code to provide the expected responses. These stubs aby
and by replaced by the reaservices whereavailable.
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Figure 11 HIL supportoperation sequence chart
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V = O X
@ swagger Editor x -+
&« c & editor.swagger.io a B % ® a
S Hello CcTl ACM SDIN Team Tools Mindsphere sonstige OPC IntellloT AppCenter Jammer » Leseliste
® © ] P g pp E
ditor File v Edit+ Generate Server v  Generate Client »
-
e IntellIoT HIL se
HIL Service HiL senice brokering help from HIL application to Al A
p— JHIL_Service i
PO5 - Request for help e
/help_request
Parameters ( Try it out .

Name Description
ng help from HIL application to AI"
* required
body Identification of Al needing help
object
Example Value | Model
(body)
/help request: {
"RobotId": “"string”,
"Camerald™: "string”,
"aisessionId™: “"string”
+
Parameter content type
application/json ~
Responses Response contenttype | application/xml ~
itification of AT
I Code Description
camera_har
200
Accepled.
Example Value | Model
<2xml version="1.0" encoding="UTF-8"2:
<helpoperati
<HilAppIp>string</HilAppIp>
<AiSessionId>»string</AiSessionId>
</helpoperations
404
referenced Robot not known
n current run
405

Invalid input

Figure 12 HIL serviceHTTPinterface

2.3.2 HILAPPLICATION

The HIL Applicationallows humans to play a direct and interventive role during the pilot deployments dfC1 and
UC3 In the second cycle of this deliverablea specific HIL Application wasdeveloped for each of these use cases.
The core functionalities of the HIL Applicationare generally consistentacross the two, with some differences in
their current extents of HIL Service integrations (see below) and their inpdbutput sources (e.g., HoloLens 2
versus Oculus Quest 2)The HIL Application is based in Unity3D, allowingib provide immersive two- and three-
dimensional visualizations.These visualizationsallow humans to view importantstate information about IntellloT
loT devices, such as the robot inJC3or the tractor in UC1, for examplelmportantly, the HIL Application has
integrations with other IntellloT module A6 NFornDnyu FT1 | AT éttoF TwNéenU Uo
dedicated loT devices directly. The HIL Application is a Windows application and is hosteldcally on a PC/laptop,
rather than instantiated on an edge or cloudbased virtual machine. While detailed information on the HIL
Applicationcanbefound] i7" @O0d O wr [ wWNén | i Ul D t &gdevelalimpor@anydetails wiADn Yy ~

Qx
O«
T
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be mentioned here regarding integrations as they pertain to deployment implementationsFor the HIL Application
] A aoyl wUD AéUDUg UI D éFF¥L) Aéyjon | U DnhneatbDC FJ Ul [ wl w
technology. The ISARenabled HL Application as a result is streamed to client augmented and virtual reality
(AR/VR) devices. ISAR streaming of the HIL Application is mediated by WebRTC alholws the streamingvirtual
content, such ase.g., the digital twin of the UC3 robot or thetractor camera information from UC1, respectively.
ISAR streaming is not unidirectional however, and here ISAR streams also permit the return of sensor détam
the AR/VR devices. Sensor data from these deviceiscludes important event and movement information which is
used when the humanin-the-loop attempts their remote operation of their respective 10T devices. Facilitating
this return of sensor data to the HIL Application is a dedicated ISAR client applicatioon each AR/VR device. In
UC1, the Oculus Quest 2 VR and its associated VR controllers are used, whereas UC3 utilizes the HoloLens 2 and the
Holo-Stylus penfor this purpose. Information from these controllers and the HoleStylus used during interaction
with the digital twin or visualized video stream is used teemotely operate the tractor and robot. To make informed
and situationally relevantoperations, each HIL Application receives video streams and other state information
about the tractor or robot, which is then visualized to the operatorIn UG, video streamsfrom the robot are sent
via WebRTC to the HIL Application. In UQvideo streams of the tractor are converted from RTP to WebRT.(This
conversion previously occurred in theNVIDIA Jetson TTC Motion butow occurswithin the HIL Application itself.
UC3 has additionainformation, that is consumed by the HIL Application, which is thgoint position of the robot
which is sent through TCP/IP.Control of the tractor and robot occur throughthe sending of motion commands via
TCP/IP or API for the robot and tractor, respectively. These commands end up at the controller of the respective
device. Additionally, these commands are also sent toa Data Repositorywhere local Al can utilize it for future
learning. Figure 12 depictsthe HIL application and its general interfaces.

In UC2 HumanIn-the-Loop (HIL) plays a crucial role in ensuring the effectiveness and safety of the IntellloT
system for remote monitoring and caring of cardiovascular patients. The system utilizes Machine Learning (ML)
algorithms, to predict clinically relevant parameters based on sensor measurements and heakltrelated data. The
HIL Application in UC2 may not déctly involve augmented or virtual reality (AR/VR) devices as ind1 and UC3
however, it still plays a crucial role in the healthcare context. The VidaZ4mobile app collects important data about
the patient, reflecting their health status and progress regarding the assigned care plan. This data is then used by
physicians to make informed decisions about the patient's condition, care plan adjustments, and interventions.

The HIL approach in UC2 serves two main purposes. First, it serves as a safeguard fatignts, protecting them
from potentially harmful actions. No Al system is perfect, and there's always a possibility of erroneous predictions
or recommendations. To mitigate this risk, every recommendation generated by the Local Al can be examined by
a clinician before being sent to the patient. This additional layer of human oversight helps protect patients from
potential harm. Secondly, it generates information for Al model training and personalization. Clinicians play a
significant role in collecting and annotating data for Al model training. Their input gives meaning to the senser
generated data, which is then used to train the base model in the Global Al component and personalize the ML
models in the Local Al setting. Apart from automatic data annotatia, clinicians also provide additional annotations
when inspecting the outputs of trained ML models. They mark certain predictions as unreliable, and the Local Al
utilizes this information to re-train the model, giving special attention to these erroneous &amples. This process
improves the performance of both the Local and Global Al, as the latter aggregates the models from all patients.

In summary, the Humarin-the-Loop approach in L2 plays a pivotal role in ensuring patient safety and enhancing
the performance and personalization of the Al models used for remote monitoring of cardiovascular patients. By
incorporating clinician expertise into the system, the IntellloT framework can deliver more accurate and reliable
healthcare solutions.
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Device HIL Applicaton HIL Service Machine System Agent Local Al System Data
Repository

Figure 13 Human in the Loop Interfaces

Therole of the HIL Service is tdoroker a connection between the human-in-the-loop and the Al of the 10T devices.

In doing so, the HIL Service allows the human to be notified in the event that the Al cannot take action and needs a
human to step in to remotely operate.A connection between the MQTT of the HIL Servicexists and humanin-
the-loop components exists for UC3and UCMirectly. Through a publishsubscribe method, the MQTTMessage
Broker sendsmessages when the Al throws aimcident and needs helpFor example, adedicated client application

on the HoloLens 2 receiveghese messages(Figure 13)When an operator wearing the HoloLens 2 receives this
message, they can confirm via a user interface interaction to signal to the HIL Service thélhey are able to step in
and assist remotely. Afterwards, through an API call, connectivity protocol information (e.g., IP address) are
provided from the HIL Service, which allows the HIL Application to connect with the robot controller. Currently,
such a mechanism isn place for UC1 antC3 onthe Oculus Quest 2nd HoloLens 2, respectively

Menu |« ®Add puttshes Prr—— @ < C | A 2. 3 B & O % B O W B¢ @ @ -

Mixed Reality Capture
wa

L Render tom

rrrrr

Figure 14 Unity3D application for HoloLens Zand MQTT communication

As mentioned above, the ISAR technology used hereperates using the WebRTC protocol. In doing so, it
DbUOUyeat) UT DU &€ AonnDAUYU] O6n aDUFDDn UYi D [~ | Thikeohrlddidh] 60 01wy
is a peerto-peer connection. The streamning of the entire HIL Application to the Client devicesis critical for

ensuring that the humanin-the-loop can accurately and appropriately operate the 10T devices when needed
(resulting as mentioned above from the HIL Service). Low latency and fast stredng of the video streams from the

tractor and robot are required to ensure this. Furthermore,interaction in AR/VR space must be free of lag
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Maintaining these parameters during HIL operations is permitted by thaigh-quality streaming between the client
and server devices mediated by ISARThe specific aspects of ISAR processing and connectivity have been

described in the first version (see Figure 14, 1%9f this deliverable andhave remained unchanged over the second
cycle here.

Figure 15 ISAR- Server to Client interface

Cliert Client GPU

Receive |l——| Send To Server |

Figure 1T HIL Application: Machine Data
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2.3.3 END USERGOALSPECIFICATIOMNNTERFACES

As part of 2 /i U D £TB.1 and mpdcific toUC1 (Agriculture) and UC3 (Manufacturing), we are developing and
integrating graphical interfaces for end users.These componentspermit end users (i.e., farmers and customers)

to specify the goalyo abD €Al | DeDC &t UyYI D ~nybtt~o6» U+t UYDN wbDdHdg
FoocCDn F o éndtrangmidgpézified goals for processing to an Agent in the Hygrmedia MAS Infrastructure

that has been configured using the necode configuration environment.

The end user goal specification interfaces are simple Web applicationthat exchange JSONLD payloads with the
Hypermedia MAS Infrastructureaccording to agreed-upon schemas For UC1, the pgload contains the ID and entry
coordinates of the field as well as a description of the desired process to be executede., the implement to use
wDgHAdg & (pFiaetDirwg YT D UFDA| elo.A36 lipgsdhat aré spacedism aparpridD U U o
optionally, further parameters for the implement (e.g., flow rate). For UC3, the payloazbntains the desired work

T) DAD NéeyDO) et éncC 7Tio A DdldddrawidgsKedap with préperiedir»up | éltrogn F 0 UJTY |
t U] ©Dr wd

2.3.4 REMOTE OPERATOR DEVICES

Enabling the remote operation for the humanin-the-loop are specific operating devices. In both UC1 and UC3,
powerful edge deviceis used to host theHIL Application. The edge device used here & personal computer/laptop,
with specifications that permit high quality VR/AR streaming and visualizationThe following specifications are
the minimum requirements of the laptop/edge device for this purpose:

1 Operating System:Windows 10(10.0..17763 Build) or Windows 11
Memory: 16 GB

CPU:Intel i5 8th Gen. 6 Cores

GPU: NVIDIA GTX 1070Ti

Storage: Solid State Drive

=A =4 =4 -4

These features are critical for rendering processes to be possibleas described andyraphically visualized in 2.3.2

The network connectivity between the HIL Application, AR/VR devices, andther IntellloT components is
envisioned to be 5G. Currentlythe HoloLens 2 and associated HIL Application supporbG connectivity for this
purpose. In the next cycle of this task, the Oculus Quest 2 in UC1 will be investigatedtechnical solutions which
enable 5G connectivity. Irrespective of network connectivity mediums (e.g., Wi-Fi versus 5G),open port
requirements are still present. For theHIL Application to function (through ISAR streaming) a Port of 9999 is still
required. In addition, incoming and outgoing WebRTC streams need associated ports as well and will be used here.

The details about use case specific remote operating devices are igen in Section3.1.3and Section3.3.4for UC1
and UCS3, respectively.

2.4 Trust Enablers

The Trust Enablers pillar of IntellloT, as defined in Deliverable D2:3; [ | HI LD
AoNTO) UDU | nnoceéey)ed aw| tC]nH atoALU UyTe
vibj on Yo FiuoE€|] CD UDAWDO) Utg TFi] EéAtg éncDRPeEwabpy ¥DA@DOYA
and trust by design with continuous assurance monitoring, assessment and certification as an integral part of the

system, providing trustworU 7 + | n UDHOEé U] o og Ul [ 7§ THedighlevel, logical viewdE / A

the components within said pillar is provided inFigure 18

DU
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Figure 18 Trust Enablers UML logical diagram

The Trust IDS continuouslynonitors network traffic and analyses it for anomalies.t is a decentralised component
installed on every node of the loBystem. Each instance computes a local trust value for each other nodthat it
communicates with. When the trust value for a node drops below a threshold, it generates a warning. These
warnings are left to be processed by the rest of the systento determine if an action is needed to be taken against
offending nodes.

Similar to the IDS, the Event Captors (ECs) are software modules responsible foapturing and aggregating
pertinent evidence from multiple sources related to the operation of individual compments, as well as the
overarching processes where these components are involved in, thus enabling the redme, continuous
assessment of the security posture of the IntellloT system. ECs can be deployed across all layers of the IntellloT
architecture, from the robot arm (e.g., to monitor telemetry that may indicate abnormal activities) to device
operating systems (e.g., to monitor running processes) and backend storage databases (e.g., to parse access logs
or calculate uptime), due to the fact of their minmal footprint while transmitting their monitoring evidence to the
Security Assurance Platform (SAP)In addition, Event Captors can collaborate within ElasticSearchdata pools,
leveraging their capturing and aggregating capabilities

The SAP is central to the trustworthiness components and has its own queue in the message broker pipeline. SAP
digest messages respectively from the IDS queue and EC queue whilethe same time through appropriate REST
APIs it can communicate with the Distributed Ledger Trustworthiness (DLT) manager.

Finally, the MTDcomponents are responsible for prevention and mitigation actions. MTDs are divided into two
distinct components: the server MTD installed on a central node, and the client MTDs installed in every node of the
0T deployment The first has its own queue (MTD server queue) while MTD clients consume messages from the
latter queue. The MTD server will generate different network cofigurations for the overall deployment either
periodically (in random time intervals) as an attack prevention mechanism or reactivelynce the SAP receives an
Intrusion Warning from the IDS.In the latter case, the MTD system is able to isolate offending nodes from the loT
network by updating the networkconfiguration without propagating these updates to these specific nodes.

While details on the design and implementation of thendividual components is provided in Deliverable D8 . _
(»0WwUOyY NDmalenB g ONUR wyr g YT D UWAUDAY] onU aDLOF Fl ittt TFioeg] C
integration of the components, but also their overall integration within the Trustpillar. The latter follows the overall
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IntellioT

integration as sketched (from a logical, process, development, and deployment perspective) within D2.3, and-re
iterates and expands upon the testing and integration aspects presented in D8.

241 OVERALL TRUST ENABLERSTERGRATION

As detailed in Section 6 of D&g & L Dt
their tight integration and continuous communication through the dedicated Trust Broker. An overview of this
integration is provided inFigure 19 while for details on the integration (e.g., technologies, message structure and

Al eaeAUDI) UY)] A Yyl ey Neél | NjJUDU

sample messages) we refer the reader to D8.(Section 6).

Trust DS
queue
—»  SAP Backend ——» SAP Frontend
Trust IDS Event Captors T
v queue |
Publish / Subscribe DLT Manager
Message Exchange
A
Event Captors | —— L MTDsSever | o MTDClients 1
gueue
DLT Clients
— SAP queue Jv
MTD Servers
Figurelyfy w&DGE] DF o6¢g »adwUU DriédtDIGUR | AUDHOE U/
VioN & F1t+U] Aét wCDF¥Lot NDAUw FTDGUFDAUY)] €Dg UT D tFiogused b
20.
<<device>>
:SANL testbed server
<<device>> <<execution environment>> e
:Assurance User Client :Docker Container :Docker Container :Virtual Machine :Virtual Machine :Docker Container
Web Browser 59‘“'2?3:3?;”““ $:| Message Broker MTD server E ARA $:| DLT Manager $:|
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:Client ("Edge”) Device
Event Caplor $:| MTD client {l IDS $:| DLT Client $:|
Figure20 @D Tt ot NDiiy E£J DF 649 t6Aét »dwUlU DrAiédt

24.1.1 SARDLT INTEGRATION TESTING

Through interaction between the SAP and the DLT Managdrased on the necessary APIs develope@vidence is
recorded in the Ledger in an automated manner, and the entries (transaction and block IDs) are returned to the
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SAP, to be provided to the SAP operat for verification (e.g., in the case of any audit). This provides an additional
layer of trust for said evidence aggregated at the SAP.

Our testing of these components encompassed all different types of evidence that these interactions may involve,
including:

0] evidence generated internally at the SAP (e.g., vulnerability or dynamic testing assessment results);

(i) evidence the SAP collects from monitoring and interacting with other Trust Enablers (e.g., Trust IDS
alerts, or triggered MTD strategies), ad;

(iii) monitoring evidence, i.e., reasoning results that aretriggered from monitoring the Event Captors

deployed across the various layers of IntellloT and the protected deployment.

A screenshot of a successful message exchange between the SAP and the DLT Manager, whereby SAP Assessment
Results (in this case Dynamic Testing results) are recorded in the Ledger, can be seeririgure 21

Dynamic testing to DLT ... sending info
1636820879715 Type: dynamic testing, Kind: alert, Number of Vulnerabilities: 10, Critical Vulnerabilities: 2, High Vulnerabilities: 4, Medium Vulnerabilitie
s: 3, Low Vulnerabilities: 1

source Port: 49324

et IP: 192.168.122.149, Asset port: 443, Asset protocol: tcp

: @, 'gas’: 28348, 'gasPrice’: 20000000000, 'chainId’ 37, 'nonce’: 13, 'to': "@xDcad261fB51136E65700ET63Th7118943A658094", 'data’: '©xad8b6d6660000000
000006000000006000000006000008600000000600R0BBBEBODOBBHHOBBVOI 0000600000000600000000000000000! 0006060000000002000000000060000000060000000000000000000008
000006000000000000008c0000000000000000000000000000000000000000000000000000000000000000d31 3731356000000000000000000000000000000000000000000000000
000006000000006000000000002000000000000000000BDBONA2 00000000000000000000000006000000006000000008000000008006000000006000800000000000000000B0VOBRNABNBORBA
90003600ERRERRRERE32600000000RREREEREERRREBREREBEREBERRRERRRRRNRBBRRRRR. "

s
1636020879715 Type: dynamic testing, Kind: alert, Number of Vulnerabilities: 10, Critical vulnerabilities: 2, High Vulnerabilities: 4, Medium Vulnerabilitie
s: 3, Low Vulnerabilities: 1

Source IP: 192.168.122.149 Source Port: 49324
Asset Name set, Asset IP: 192.168.122.149, Asset port: 443, Asset protocol: tcp

‘1@, 'gas’: 28348, 'gasPrice’: 20000000000, ‘chainId’ 37, ‘nonce’: 14, 'to’: "@xDcad261fB51136E65700ET63Th7118943A658094°, "data’: '©xa40b6d6600000000
000006060000000600000000600000800N0RRNEBONRNRBEBOBNBBHHNVBNI D0006000000000000000000000000000006000000000000000008a0000000000000080000000080000NANABNBONAAEA
90003600000PERRRRRRBCERBRRBERRRERREREBREREBERRREBREREBRERERERRREBRREBRREBBRRRRRRd3 1 93230 373135600000000000000060000000060000000080000000000008
(o1l sle sl als s la s sle ol ols s u o slo sl ola s u e slete o ol 4 u T le e o ol ls o le 5 e e 5 ) 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000006000000006000001 3 26000000600000000600000000BODRRDE 0O00E0BO000R0RBE000 " }

Successfully sent to Ethereum

gas used: 28348

contract address: exDca4261fB51136E65700ET63fb7 {1

tx: Ox62b8fe63f035766382267c16057207184aac8c2deesdat34c 3e5e87818
block: exse5c22a7db5827aba84b@2090b14869418915d%e106e0f60afbla7c7ca2fc

Figure 21 Recording of SAP Assessment Results in the ledger, via interaction with DLT Manager (request &
response).

Similar to the above, the integration was successfully tested for allenvisioned exchanges between the two
components (e.g., recording to the Ledge evidence such as Trust IDS events, Monitoring events, vulnerability
assessment results).

24.1.2 IDS, MTD &APINTEGRATION VIA BROKER

As mentioned, the Trustbased IDS and MTD componestcommunicate through a dedicated Trust broker based

on RabbitMQ. In the following, a description of a demo will be presented to showcase the integration of the IDS,
MTD server and several MTD clients with a RabbitMQ brakier this example, a RabbitM®roker is initiated along
with an MTD server and two MTD clients. Another node carrying an IDS component is also in the network. Upon
AONFTLDY] AH YID | n)Jyjer)]oey)jon énCc noChD aDH)UyYGey|] on
below a certain threshold, and this triggers a warning message to the broker. This warning is relayed to the MTD
server that isolates the offending node by sending a new network configuration message to the healthy node. This
new configuration is not relayed tothe offending node and therefore this node is unable to communicate with other
nodes (effectively it is isolated from everyone else).

2.4.1.3 TESTING RESULTS
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To realize this demo, since all software components are dockerized, we employ dockeompose and bring upgfour
nodes:

1. Node 1 with IP address 192.168.176.2, where a RabbitMQ broker is hosted

2. Node 2 with IP address 192.168.176.3, where the MTD server runs

3. Node 3 with IP address 192.168.176.4, where a Trust IDS instance is running along with an MTD client

4. Node 4with IP address 192.168.176.5 has the same configuration as Node 3 plus a network traffic generator

IDS monitors network traffic. To simulate a misbehaving node, a traffic generator is executed on Node 4. IDS is
configured with a suitable packet rate threshold. Every time this threshold is exceeded, trust is decreased for the
misbehaving node. When trust goes below 25/100, a warning is triggered.

During the demo, Node 4 starts generating traffic towards Node 3. IDS instance in Node 3 will trigger a warning
message to the broker concerning Node 4 as soon as its trust value falls below the 25/100 threshold. Then the
broker relays a new network configuration to Node 3 in order to drop Node 4. Part of the logs during the demo
follows.

IDS in Node 3 lowers its trst toward Node 4:
PacketRateFilter window timeout
192.168.176.5, trust: 23
Send warning to broker
The broker delivers the warning to MTD server. The MTD server drops Node 4:
Received warning:
{
"Type":"error",
"Action":"drop",
"Body":"client2_mtd",
"Time":{
"seconds":1639752428,
"nanos":612924426

}
dropping mtd.config.client2_mt

This triggers a network configuration change that is only delivered to Node 3:
mtd.config.client_mtd ->&{

CIDR:10.0.1.1/24

Port:30000

Protoc:udp4

CipherKey:38336737335274704...

CipherType:4

ExtlP:192.168.176.4

LoclP:10.0.1.1
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RoutesToAdd:map[10.0.1.1:192.168.176.4]
RoutesToRemove:[10.0.0.1]

}

And now Node 4 is successfully isolated.

2.4.2 SECURITWSSURANCE PLATFORM

As detailed in D48, the Security Assurance Platform (SAP) is an integrated framework of models, processes, and

tools to enable the continuous assurance and certification of the security properties ofassets across the IntellloT
infrastructure.

»T D | Al yY]ét w:tALD Ew €D0U)J o6/ 6§ upu!~ T1TéeU abDDn CDF¥rot DC
(*"AyYybDLL~o»r oO0GHé&ENn)©8Y] 0" €énC eUUOA)] &eYUDC TFiol DAY nbDDCDC
capabilities that said platform will have to support (as a standalone component) for the first version of the IntellloT
integrated platform. It should be noted that the same testbed was used for the initial integration (and testing of

said integration) with the other Trust Enablers, as detailed ir2.4.1above.

= & intelliot <] Logout
Home / Praject: Demonstrator
Overview
108 0 =
Total Active Assets Assets Discovered Today Average Age of Active Assets (Days)
Active Assets Per Day @ Software: 77 Assets by Type
Hardware: 9
140 Person: 4 Data
120 W Process:6

Process —.
100 Data: 12
Person
80
50 Hardware

o Software
200721 21-08-21 13-09-21 06-10-21 29-10-21 21-11-21  14-12-21
Declared and Dicsovered Assets Average Asset Age (Days)
-O- Declared Discovered
|
08
06
04
02
0 00000900000000000C0000C0000RE0000000N0PEC000CdIOEENODTONC0QONNNOCO0CK
26-09-21 07-10-21 18-10-21 29-10-21 09-11-21 20-11-21 2007-21 21-08-21 13-09-21 06-10-21 29-10-21 211121 14-12-21
New vs Decommissioned Assets Hosts by Vendor
-O- New Decommissioned
30
25 aw 1
20
15 Top.Host 1
10
5 1
o A
22-07-21 15-0821 08-09-21 02-10-21 26-10-21 19-11-21 13-12-21 0 02 0.4 06 08 1 -
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indicators are correctly shown (see various KPIs irigure 22 and the list of assets and assessments carried out
during testing in Figure 23).

A first step in the useof SAP is the definition of the IntellloT assurance model (see Section 2.3 of B4. For testing
purposes, a corresponding testing model was created, including assets of all types that reflect the actual testbed
environment.

= & intelliot <] Logout

Home / Project: Demonstrato
Assets
Name 4+ Category Status Last updated
[+ | o | ¢ |
Api Manager SoftwareAsset final 2021-07-30 10:07:37
assessment models Data draft 2021-07-30 10:07:41
assessment results Data draft 2021-07-30 10:07:41
Assuranca Platform Testbed HardwareAssat final 2021-07-30 10:07:39
Authentication & authorization process Process draft 2021-07-30 10:07:42
credentials Data draft 2021-07-30 10:07:41
Data Assessment Process draft 2021-07-30 10:07:42
Demo Person final 2021-07-30 10:07:42
Discovered Software 172.17.0.2:1524 SoftwareAsset draft 2021-07-22 18:03:35
Discovered Software 172.17.0.2:21 SoftwareAsset draft 2021-07-22 18:03:39

Previous 1 2 3 4 5 Next

Choose a File Upload Definitions

Show (10| entries

Showing 1 to 10 of 47 entries

Assessment Groups

O - o

Assessment group ID Assessment model v Assessment profile Status Initial detection Active until Last checked Results
. | | | I |
1758 OpenVas assessment Uploaded Completed  30-07-2021 11:19:01 30-07-2021 11:19:01 30-07-2021 11:19:01 157
1756 NVD Vulnerabilities Assessment Default NVD Completed  30-07-2021 13:13:09 30-07-2021 13:13:10 104
2018 NVD Vulnerabilities Assessment Default NVD Completed  29-10-2021 14:22:59 29-10-2021 14:23:04 197
1759 Monitoring Assessment IP Confidentiality Ongoing 30-07-2021 11:22:13 30-07-2021 11:22:13 0
1760 Monitoring Assessment IP Confidentiality Ongoing 30-07-2021 11:25:48 30-07-2021 11:25:48 4
1757 Impact Assessment Model containedAvailability Completed  30-07-2021 13:15:34 30-07-2021 13:15:36 e
Showing 1 to 6 of § entries Show[10 ~ | entries Previous |T‘ Next -

Figure 23. View of defined assets and executed assessments during SAP testing.

2.4.2.1 ASSESSMENT TESTING

Furthermore, all types of assessments that will be delivered for Cycl2 where successfully tested within thelocal
testbed environment. These, asdetailed in Section 2.4 of D4.4& D4.§ included:

0] Monitoring Assessment with satisfaction and violation of predefined testing rules that are based on
Drools specification language(see results inFigure 24)

Vulnerability Analysis Assessment on the testbed assets (seleigure 25 and Figure 26), and

Dynamic Testing Assessment of the testbed assets (seEigure 27 and Figure 28).

(i)
(i)
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Home / Project: Demonstrator / Monitoring Assessment 1760

Basic Info

& intelliot <] Logout

Organisation: IntellloT
Project: Demonstrator

Tool/Service: Monitoring Assessment

Properties: Availability, Integrity, Confidentiality, Privacy
Assets: View chosen assets

Assessment Results

Creator: Admin
Last updated: 2021-07-30 08:25:48

Status: Ongoing
Assessment Profile: IP Confidentiality
Params: None

Original Assets: 0
Discovered Assets: 0

Results Per Severity

@ Viclation: 3 () Satisfaction: 1

Monitoring Assets

Explanation: EC rule that checks the Confidentiality of the logins. This rule fires when a login event is
triggered and checks if the ip is listed inside the preconfigured whitelisted IPs.

Results Per Day

-O- Software Hardware Person ~O- Process ~O- Data

[+
01-01-21 10-02-21 22-03-21 01-05-21 10-06-21 20-07-21 29-08-21 08-10-21 17-11-21

Total Results Per Security Property

W Software Hardware Person () Process [ Dsta

. -

nfidentiality

Integrity

Availability

0 1 2 3 4

Number of Monitoring Results

Figure 24. SAP testbedmonitoring assessment results.
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B intelliot €| Logout

Home / Project: Demonstrator / Vulnerabilities Assessment Result 2018

Organisation: IntellloT Creator: Admin

Project: Demonstrator Last updated: 2021-10-29 11:23:04

Tool/Service: NVD Vulnerabilities Assessment Status: Completed

Properties: Availability, Integrity, Confidentiality, Privacy Assessment Profile: Default vulnerability assessment profile
Assets: View chosen assets Params: None

Assessment Results

Original Assets: 7 Explanation: Vulnerabilities scoring is based on CVS5v2 and CVS5v3
Discovered Assets: 0

Results Per Severity Most Vulnerable Assets (Based on Number of Vulnerabilities)

W High: 74 Medium: 119 [l Low: 4

Api Manager

Total Results Per Security Property

@ software Hardware Person (il Process Data

Confidentiality

Integrity

Availability

oL
o

20 30 40 50 60 70 80

Number of Vulnerabilities ~

Figure 25. SAP Vulnerability Assessment carried out on testbed setup (Overview, IR
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= & intelliot <] Logout
Home / Project: Demonstrator / Vulnerabilities essment Result
Number of Vulnerabilities
a A A Asset Asset P " Likelihood Normalised Initial Last Valid until
ID type ID name roperty Helihoo likelihood detection checked Aliel untl
a
I I U ) W
© 83249 CVS5v3 1826 Postgresq| Availability 2.2/3.9 56/100 30/07/2021 29/10/2021
[ ] 83337 CVS5v3 1835 Hitp server Confidentiality  3.9/3.9 100/100 30/07/2021 29/10/2021

Description: In Apache httpd 2.2.0 to 2.4.29, when generating an HTTP Digest authentication challenge, the nonce sent to prevent reply attacks was not correctly generated using a pseudo-
random seed. In a cluster of servers using a common Digest authentication configuration, HTTP requests could be replayed across servers by an attacker without detection.
vulnerabilitylD: CVE-2018-1312

Vector: CVSS:3.0/AVIN/AC:L/PRIN/UEN/S:U/C:HA:H/ AH

AttackVector: NETWORK

AttackComplexity: LOW

PrivilegesRequired: NONE

Userlnteraction: NONE

Scope: UNCHANGED

BaseSeverity: CRITICAL

ImpactScore: 5.9

BaseScore: 9.8

[ ] 81398 CVSSv3 1514 samba Confidentiality  3.9/3.9 100/100 26/07/2021 29/10/2021

Description: An elevation of privilege vulnerability exists when an attacker establishes a vulnerable Netlogen secure channel connection to a domain controller, using the Netloegon Remote
Protacol (MS-NRPC), aka 'Netlogon Elevation of Privilege Vulnerability',
vulnerabilitylD: CVE-2020-1472

Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:C/C:H/EH/AH

AttackVector: NETWORK

AttackComplexity: LOW

PrivilegesRequired: NONE

Userlnteraction: NONE

Scope: CHANGED

BaseSeverity: CRITICAL

ImpactScore: &

BaseScore: 10

® © 83333 CVS5v3 1835 Http server Confidentiality — 3.9/3.9 1007100 30/07/2021 29/10/2021
® © 8327 CVSS5v3 1831 Tomcat Availability 3.9/3.9 100/100 30/07/2021 29/10/2021
© 83299 CVS5v3 1832 Api Confidentiality — 2.8/3.9 71/100 30/07/2021 29/10/2021
Manager
© 83288 CVS5v3 1831 Tomcat Availability 1/3.9 25/100 30/07/2021 29/10/2021
© 81333 CVS5v3 1514 samba Confidentiality — 2.8/3.9 71/100 26/07/2021 29/10/2021
@ 81312 CVS5v3 1514 samba Integrity 2.2/3.9 56/100 26/07/2021 29/10/2021
& 83278 CVS5v3 1831 Tomcat Availability 1.6/3.9 41/100 30/07/2021 29/10/2021

Shewing 1 te 10 of 197 entries Show entries Previous

2 3 4 5 20 Next

Figure 26. SAP Vulnerability Assessment carried out on testbed setup (viewing details on results).

27/09/2023 36/85



ICTF56e aea [(r DI Y WDHADGé | ]Grant Adreendedtiu#esWs 6 g »1 ] A AUr
D5.4: Integrated IntellloTframework & use case implementations (final version)
Dissemination level:Public

IntellioT

Home / Project: Demonstrator / Dynamic Testing Result 1758

& intelliot <] Logout

Organisation: IntellloT Creator: Admin

Project: Demonstrator Last updated: 2021-07-30 08:1%:01
Tool/Service: OpenVas assessment Status: Completed

Properties: Availability, Integrity, Confidentiality, Privacy Assessment Profile: description
Assets: View chosen assets Params: None

Assessment Results

Original Assets: 158 Explanation: explanation
Discovered Assets: 0

Results Per Severity Most Vulnerable Assets (Based on Number of Vulnerabilities)

W High: 157 Medium: 0 () Low: 0

Discovered Software 172.17.0.2:25

| ) Software

Total Results Per Security Property

W Softwere Herdware Person [l Process Data

Confidentiality

Integrity

Availability

=)
=]

20 30 40 50 60 70

Number of Vulnerabilities

postgresql  Disc...

Discovered S ubunt...

Discovered S...

Dis Dis

Discovered S...

Figure 27. SAP Dynamic Testing assessment carried out on testbed setup (Overview, KPIs).
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= intelliot <] Logout
& intell
Home / Project: Demenstrator / Dynamic Testing Result 1758
Assessment Normalised Initial
Assessment ID Asset ID Asset name Property T . Last checked Valid until
type likelihood detection
: ] [ e N I
2021-07-30
ynamic Testing 1 twiki ntegrity A X
® © 83435 D ic T 501 iki | i 100.0/100.0 10:18:01
2021-07-30
L J © 83434 Dynamic Testing 1501 twiki Confidentiality 100.0/100.0 10:19:01
2021-07-30
ynamic Testing 1 twiki wailability A X
® © 83430 D ic T 501 iki Availabili 100.0/100.0 10:18:01
2021-07-30
ynamic Testing 150 twiki niegrity .0/100.
[ ] © 83429 D Te 501 iki | 100.0/100.0 10:19:01
2021-07-30
L ] © 83428 Dynamic Testing 1501 twiki Confidentiality 100.0/100.0 10:18:01
iscovered Software -07-
[ ] © 83421 D Test 1508 b o Sof Availabilit; 100.0/100.0 20210730
ynamic festng - 17217.0.2513 HalEhiy P 10:12:01
i iscovered Software X -07-
® © 83420 D Test 1508 b d Sof Ints 100.0/100.0 2021-07-30
SR 17217.0.2:513 My I 10:12:01
iscovered Software ) -07-
[ ] 83419 D Test 1508 b o Sof Confidentialit 100.0/100.0 20210730
ynamic Testing 50 17247.02513 onfidentiality .0/100. 10:19:01

Description: This remote host is running a rleginservice.
AssessmentCriterionlD: 1.3.6.1.4.1.25623.1.0.901202
Name: MetasploitableScan

Affected:

ConfidenceType: remote_analysis

ConfidenceValue: 70

password)

PortNumber: 513

Protocol: tcp
RecommendationDescription: Mitigation
RecommendationType: Mitigation
Techimpact:

ReportID: 102af870-4038-47d4-85bf-d&fdbbf20bda
ResultlD: 53462968-5¢7c-49e7-af7b-3f1754c09a0d

Insight: rlogin has several serious security problems,- all information, including passwords, is transmitted unencrypted.- .rlogin (or .rhosts) file is easy to misuse (potentially allowinganyone to login without a

Xref: URL:https://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-1999-0651,URL:http://en.wikipedia.org/wiki/Rlogin URL:http://www.ietf.org/rfc/rfc1 282 txt

2021-07-30
[ ] © 83415 Dynamic Testing 1506 postgresql Availability 100.0/100.0 10:19:01
. ) 2021-07-30
L ] © 83414 Dynamic Testing 1506 postgresql Integrity 100.0/100.0 10:19:01
Showing 11 to 20 of 157 entries entries Previous 1 3 4 5 16 Mext

Figure 28. SAP Dynamic Testing assessment carried out on testbed setup (viewing details on results).

Finally, the horizontal capability of SAP to export reports of its assessment results in PDF format (e.g., to provide
in written form the certification evidence required) was also successfully tested, as shown irigure 29.
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1 /92 — o4% + 3 o LA
Basic Info
Organisation: IntellloT Creator: Admin
Project: Demonstrator Last updated: 2021-10-29 11:23:04
Tool/Service: NVD Vulnerabilities Assessment Status: Completed
Properties: Availability, Integrity, Confidentiality, Privacy Assessment Profile: Default vulnerability assessment profile
Assets: samba, Postgresql, Rabbitmg, Docker, Mongodb, Openjdk, Params: None
Tomcat, Spring Boot, Ubuntu, Elasticsearch, Elasticsearch, Elasticsearch,
Openssh, Packetbeat, Kafka, Neodj, Http server, Api Manager, Assurance
Platform Testbed, Monitoring Testbed, Inbound Traffic bandwidth
metrics, Sample Data, Demo, Test
Assessment Results
Security & Privacy Alerts (baseline impact): 74 High 119 Medium . 4alow |
Original Assets: 7
Discovered Assets: 0
Explanation: Vulnerabilities scoring is based on CV55v2 and CVS5v3

1/92

A Asset ID |Asset name |Property Likelihood |Normalised [Initial Last Valid until
D type likelihood hecked
83287 CVSSv3 1831 [Tomcat Confidentialit |2.8/3.9 |71f100 30/07/2021 ||29/10/2021
Y

Description: If an HTTP/2 client connecting to Apache Temcat 10.0.0-M1 to 10.0.0-M7, 9.0.0.M1 to 9.0.37 or 8.5.0 to 8.5.57

exceeded the agreed maximum number of concurrent streams for a connection (in viclation of the HTTP/2 protocol), it was possible

that a subsequent request made on that connection could contain HTTP headers - including HTTP/2 pseudo headers - from a

previous request rather than the intended headers. This could lead to users seeing responses for unexpected resources.

vulnerabilitylD: CVE-2020-13943

Vector: CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:L/LN/A:N

[AttackVector: NETWORK

AttackComplexity: LOW

PrivilegesRequired: LOW

Userinteraction: NONE

Scope: UNCHANGED

BaseSeverity: MEDIUM

ImpactScore: 1.4

BaseScore: 4.3

CVSSv3 H 1835 ||Http server ICDnﬁdentiaIit
y

Description: In Apache HTTP Server 2.4 release 2.4.38 and prior, a race condition in mod_auth_digest when running in a threaded

server could allow a user with valid credentials to authenticate using another username, bypassing configured access control

restrictions.

vulnerabilitylD: CVE-2019-0217

Vector: CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:UJC:H/I:H/A:H

83347

|1‘613‘9 |41fluu

30/07/2021 Hzgnwzun

AttackVector: NETWORK
AttackComplexity: HIGH
PrivilegesRequired: LOW
Userinteraction: NONE -

Figure 29. Exported SAP assessment report in BF format (in this case, of a vulnerability assessment).

Further testing of the SAP that took place focused on its integration with the rest of the Trust components (as
mentioned in D2.3 D4.4 & D4.8§ SAP is a core component that all other Trusénablers interact with), as was
presented in Section2.4.1

2.4.2.2 ORCHESTRATION, AUTOMATION & INCIDENT RESPONSE COMPONENT

CACAO security playbooks can be executed manually automatically using the Sphynx Incident Response (IR)
platform. The latter can be configured as a standalone system or as a module attached to the Sphynx Security &
Privacy Assurance Platform (SAP) and has been thoroughly describedsection 2.5 of D4.8 The IR platform can
import, export, and run CACAO security playbooks as a standalone solution by using the REST API of each playbook.
The IR platform functions as a module of the SPAP and can be used to carry out security playbooks prompted by
the SPAPs components, such as EVEREST and CRISIS, and to make use of data gathered by the Asset Model and
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the CTI component. The SPAP's components can also be coordinated via the IR platform. The Incident Response
platform is composed of five main components as pesented in Figure 29.

( IR Web GUI )

IR Controller

L

F
v

) 4 3

IR Engine(s) IR Editor(s)

Security & Privacy
Assurance Platform

IRDB

Figure 29./R Platform architecture overview.

In accordance with the CACAO specification, the system also provides a graphical dramd-drop interface for
building and changing CACAO security playbooks, which may then é&eecuted or exported as CACAO JSON files.
The IR platform also features an interactive dashboard that delivers redime views of the system's state and the
execution of security playbooks in addition to high and low-level logs, KPIs, user notification, ad other data.

The standalone CACAO engine installation assumes a Lintyased environment with the following tools present:

T it

1T npm

1 node (Supported: >8.x, Recommended: 14.x)
1 maven

1 jdk1l - openjdk

The basis for the CACAO engine dode-RED and the engine is built on top of it as a module. The engine supports
all Node-RED versions >1.x but we recommend using version 3.0.x.

243 TRUSTBASED IDS

The Trustbased Intrusion Detection System (IDS) has been described in Deliverable B4lt is a software
component that resides on each network node of the I0T application (ithe tractor, wearable device, robotic arm
] A~ i WBetcaseésdop exdimple) and monitors network traffic. For every node of the network that there is
communication with, it builds a trust value based on certain criteriaDepending on the computed trust value, nodes
are characterised as trustworthy or not and this information(warnings)is relayed to the security components of
the network so that action may be triggered. More details abouthe software component, the rules upon which it
operates, and computes trust values and its implementation architecture may be found in Deliverable D&,

however for clarity and readability purposes~igure 30 reiterates the architecture of the tool.
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Figure 30. Architecture of the Trust-based IDS tool.

Concerning the integration of the tool with the other software components that is the focus of the current
deliverable, the Trustbased IDS as can be seen fromFigure 30, uses a secure communication channel. This
channel isan AMQP broker, that is used to send the trust values and warning messages to the other security
components (the MTOmoduleand the SAP). AMQP is an application layer messaging protocol that allows for various
routing topologies, such as pointto-point and publish-subscribe, with TLS support to provide secure
communication. This communication scheme is depicted inFigure 31
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{Infrastructure
[ MTD Server :—1 '[—» SAP
Broker
E } | [
i R
Node 1 Node 2 Node N
DS IDS

DS

Figure 31 Communication between IDS components and the MTD and SAP modules

243.1 INTEGRATIORFIDSWITHOTHERTRUST ENABLERS

IntellloT employs a dedicated Trust broker based oRabbitMQ and using the AGP binary protocolas mentioned
above. Through the broker, the IDS component communicates with the SAP and the MEBmponents.

IDS exposes two topics, in JSON format, to the broker for the rest of the security components to consume and
take appropriate actions. The first one is the trust topicéids.trust.[node id]
publishes its trust values for the nodesit has communicated with. An example payload is:

{
2tsdzt dzt dzt se k dzt dzt

Stdzt dzt dzt f 2 k st dzt

}

The second topic is the dids.warn.[node id]
considered untrustworthy. An example payload is:

{
21T AAGek 1
2tsdzt dzt dzt mse

}
2.4.4 MOVING TARGET DEFEES

0, where each IDS instance

0, where each IDS instance publishes a list of nodes that are

The Moving Target Defences (MTD) component has bepresented in Deliverable D&. The MTD comprises of
several components that aim to provide a dynamic and constantly shifting configuration to the network
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infrastructure that they try to defend. This is done either proactively (toprevent an attack)or reactively (to mitigate
anongoing attack).

While MTD can be applied in severalays, n IntellloT, we focus on managing the network configuration and
dynamically changing it to fit the needs of the infrastructure. Examples of our strategies include the periodic
shuffle of IP addresses and communication ports, as well as the encryptioof network traffic while changing in
different time intervals (or as a response to certain events) of the encryption keys and the encryption algorithms
used to counter sniffing and ManlIn-The-Middle attacks.

The MTDcomponents that have been developedare a client-server set of software components that manage the
network configuration of the edge network. The MTD server is responsible for managing all the clients, handling
events like warnings from the IDS or actions from th&APand generating new configurations. The MTD clients are
responsible for applying the configuration sent by the server, and based on that configuration, encrypt the traffic,
and transmit it through tunnelsto avoid packet sniffing and Manrin-The-Middle attacks.

The server and clients communicate by exchanging the network configuration. Parts of the network configuration
are the same for all clients, and parts are specific to each client.

The MTD server proactively generates a new configuration at fixed inteals to shift the attack surface, and when

a warning is received, it reactively generates a mitigation configuration based on predefined strategies to mitigate
the possible attack. It is also possible for the HIL service to send actions (e.gsolate node X through the Security
Assurance Platform. Configuration changes focus on network layer 3 and above, and do not interfere with the TSN
controller and the resource reservations it maintains.The MTD clients are responsible for managing the network
configuration, maintaining an encrypted connection between each other using the routing table sent by the MTD
server and applying any changes the server sends.

At start up, each client has to register with the server by sending a registration request containinthe client name
and IP address through the broker. The client name is a combination of thesername of the user that owns this
device and the devices client ID in the format<username>_<client/D>(e.g. ,TSI_sensorl, TSI_sensor2,
SANL_tractor etc).

2441 INTEGRATONOFMTDWITH OTHER TRUST ENABLERS
MTD exposes the following topics:

mtd.registration

mtd.config.<client name>

mtd.keepaliveReq.<client name>

mtd.keepaliveResp.<client name>

mtd.alert

mtd.trigger

244.1.1 MTDAND SAP

The MTD client and server applications communicate over a secure channel provided by the Trust Message Broker.
More specifically, the MTD Server consumes messages generated from IDS and takes mitigation actions when this
is needed. When such an action isaken, the server needs to notify the Security Assurance Platform, as it is the
component providing a holistic view of the current security and privacy posture of the system to the operators.
This happens through themtd.alert Ropic.

The reverse case is B0 needed. The Security Assurance Platform, through the event captors, can also identify
attacks and trigger a mitigation action using themtd.trigger  rtopic.

Both of these follow the same payload logic as theds.warn rtopic:
{
211 AAOGak |
etsdzt dzt dzt tse
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}
2.45 AUTHENTICATIORAUTHORISATIONMACCOUNTING (AAA

Authentication, Authorization, and Accounting (AAA) in IntellloT is provided through a framework that allows
legitimate users or applications to gain access to protected resources, thus ensuring network security. It can
enforce policies (e.g., define multple permission levels) and audit usage.

As described in Deliverable D4, the solution selected for IntellloT isKeycloak Keycloakcomprises a dedicated
server that centrally controls user access. This decouples local security configuration consideratioa and allows
for better scalability and less administrative tasks. Furthermore, the servers available on the network are not
tasked with storing user credentials locally, which is a preferable approach from both the security and
administrative perspectives.

Authorization is the process of evaluating to what extent a user can access a resource. WithAuth 2.Q the
following four roles are defined:

(1) Resource Owneli.e., any entity that owns a number of protected resources, such as files)
(2) Resource Server(e.g., the actual server that keeps the files)

(3) Client(e.g., an application that requests access to a resource from the server is a client)
(4) Authorization Server (the Keycloak server itself in this case)

When aclient wants to access a resource on behalf of an Owner in the Server, it first contacts the Authorization
Server. The Authorization Server issues a JSON Web Token (JWT) that gives limited access to the resources, which
can then be used to access the Resource $eer. JWT tokens are also a standard format based on JSON, supported
by libraries for various programming languagesAuthentication is the process of identifying a user. OpenlD
Connect defines three roles:

(1) End Useri.e., entity that needs to be authenticded)

(2) Relying Party(the application/server that asks for a user to authenticate himself/herself before accessing
it)

(3) OpenlID Providefthe server providing the actual authentication, i.e., Keycloak in this case)

Similarly, to the authorization case, a JWT tken is used. In this scenario it contains additional information in order
to signify the authentication process. Accounting is the last functionality provided which is about monitoring
authentication and authorization events for auditing. The® are clustered in two categories: the login events and
the admin events. Login events are generated during normal operation and cover all authentication and
authorization aspects. Admin events are generated during Keycloak administration and cover any aoh that can
be performed from within the administration web Ul.Every action can be recorded and stored in the Keycloak
database as well as the system log.

In the following two subsections, two approachesfor the deployment of Keycloakin IntellloT are presented.The
first one is a direct deployment of Keycloak where a service can access it, as long as it talks OAuth 2.0. The second
one uses an intermediate reverse proxy node in front of a service that requires authentication and authiaation

but does not support OAuth 2.0In this way users can authenticate and access a service from their browser.
Additional work is in progress to allow automated access without a need for a browser.
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2451 USE CASE 2 INTEGRATION

For the Healthcare Use Case we have integrated Keycloak with Vidavo web interface, Vida24. A user can select to
login via Keycloak as shown below:

.' Chrome File Edit View History Bookmarks Profiles Tab Window Help
Vida24

= C @ dev3.vida24.com/|

B3 patent_triage @ emn able_... BEF EMMA § MMA _hospital B Viday OneDrive [[]] EMMA, Online Whi Vida24 logs f§ IntellloT sharepoint % UN share

- | adminfourlis

SIGN IN

ey

Terms of use

In that case, the user will first be redirected to the Keycloak instance for authentication:
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@ Chrome File Edit View History Bookmarks Profiles Tab Window Help
@ Sign in to vidavo X +

s://user179.mhl.tuc.gr,

OneDrive [}

VIDAVO

Sign in to your account

Username or email

maria

Password

Sign In

A legitimate user will be redirected back to Vida24 site and be successfully logged in:

@ Chrome File Edit View History Bockmarks Profies Tah Window Help

0 T 4 O @ 2 ¢ mn Elwoc F Q 2 Wed20Mar 1657
ev3.vida24.com

neorive [] EMMA, Onlina Wh.  Vida24logs Wi Intellal sharepaint s UN shars foide

Important Update

Downioad ! upload xls, sev fle I currenty unavaliable In the Dev? testing envionmant dus 1 incompatiailty with he new phy 7.5 version
A Uagrace will be made Secn T restare functiensity,

. IntellioT

IntellloT is & Pan-Eurapean project focusing on developing integrated, distributed, human-centred
and trustworthy 0T rameworks, applicable 10 agricullure, healthcare and manufacturing. Enabling

L Intellat natifoate technologies such as 5G, cybersecurity, distribuled technology, Augmented Reality and tactils intemet,
IntellloT champions end-user irust, adequate security and privacy by design

New loT applications will enable autenomous health monitoring and interventions by carefully preserving

the privacy and security of patients’ data and providing trust assurance. Patients will be engaged via a

rahabilitation program .q. heart failure patients or patients recovering from cardiac arrests. They can use

‘sensors and devices without belng limitad to thelr home or ta the haspital for carrying out the rehabilitation

This way, patients can re-immersa inta thair normal environment salely and quicker than what is currently

possible, o thay can ba treated ramately in order to reduce tha risk of further infection. Clinicians act as 13
human-in-the-loap, receive updates frem the loT-supported solution, and are nolified when their

intervention is required.

IntelloT receives funding from the Eurapean Union's Harizon 2020 research and innavalion

programme f ICT-56-2020 "Next Generation Inlemel of Things” under grant agreement number: 957218,
‘The content of this website doss nol represent the opinion of the European Unian, and the Eurapean
Union Is not rasponsible for any use that might be mada of such contet.

Privacy policy | Copyright & 2023, Vidzuo

2.45.2 USE CASE 3 INTEGRATION

In Use Case 3, Keycloak provides authentication for users that need access to services running on Edge Devices.
A reverse proxy installed on the Edge Dewichandles the communication with the Keycloak instance. It only allows
requests from authenticated users. A custom port is used for SSL connections towards the reverse proxy. Trying
to access a service while not authenticated redirects to the Keycloak sigin page:
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@ | T signintouc3 x|+

< > C Q  https://user179.mhltuc.gr/realms/uc3/protocol/openid-connect/auth?response_type=code&nonce=a30de0f07c795edc949f6badet

Sign in to your account

Username or email

alice

Password

= |
Signin

If the user is authenticated and authorized to access the requested service, the reverse proxy passes the request,
and a response is given back. In the following example we have requested the-bérvice sessions. The response,
although just an empty JSONshows that we have proper communication in place:

@ 3.65.34.194:38443 fhil-servic x ar

6] & https://3.65.34.194:38443/hil-service/service/sessions

JSON  RawData  Headers

Save Copy Collapse All Expand All 57 Filter JSON

24.6 DISTRIBUTED LEDGER TECHNOLOGIES

There are various typesof Distributed Ledger platforms including public DLTssuch as Ethereum, Bitcoin, IOTA
Solanaand private DLTssuch as Quorumand Hyperledger Fabric Adetailed comparison and evaluationare given
in Deliverables D3.4 and D3.8.

In a crossdomain project like IntellloT, we exploit the Ethereum Blockchain platform for the use cases due to the
flexibility and convenience to integrate with different components in heterogeneous environments.Ethereum is a
distributed public blockchain network that focuses on running the programming code of any decentralized
application. Specifically, Ethereum is a platform for sharing information across the globe that cannot be
manipulated or changed. Ethereum has its own cryptocurrency, called Ether (ETH), and its own programming
language, called Solidity. The decentralized applications on the networare called C & F.#Pt4ctically, Ethereum
provides a convenient platform for development and smart contracts system to integrate with FL. We ruthe
Ethereum network via Ganachewhich is a personal blockchain for rapid Ethereum distributed application
development for first phase integration.

The generd communication workflow of DLT network is shown inFigure 32:
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Hash of previous block

S

2.DLT node
Collect data

L1

Web/UI

d
5 '
= s
Machine / Robots Edge Devices p— B
!
7. Receipt e

Figure 32 General communication architecture of Ethereum DLT network

The implementation includes two parts called DL 7-managerand DL T-clients. The DLTmanagers require more
resources (e.g., storage and computing capacity) to do verification and validationthan DL7-clients, so that DLF
mangers usually are implemented in edge devices or powerfuservers. Meanwhile, the DL7-clients are
implemented in resource-constrained devices such as loT devices, and sensors.

The minimum implementation of DLFmanagers and clients are described as below:

DLT Managers DLT clients

Storage 4 GB RAM minimum with af 1 GB RAM minimum with an 8S
SSD

Computing CPU with 2+ cores N/A

Connectivity Wire/Wireless Wire/Wireless

Interfaces JSON RPGNd RESTAPI JSON RPGNd RESTAPI

Operating System | Linux, Windows Linux, Windows

Smart Contracts Solidity N/A

Table 1 Minimum requirement forinstallation of DLT components

In the first phase of integration, webuilt a simple frameworkto integrate with components from different partners,
for example, the security and information ofvulnerabledata from TSI,GPS data from sensor of tractors and record
these data to tractor controllers, and activities of UR5 Robot arms. We implementreEthereum private Blockchain
by using Ganacheas DL T-managersto simulate adistribute d ledger. For Cycle 2, further updates took place in the
integration between SAP & the DLT Manager, to support the final (refined) Use Case scenarias, detailed in
deliverable D2.4or %»UD : éUD UTFTDA|] g) Aéylon i wFDn :étt CDg|n)] Y| oi
(RESTbased) interfacing capabilities, as well as further work on the common deployment of key DLT components
through the same process (i.e., alongside)he rest of the trust enablers. Moreover, we have progressed in the
successful integration with the different type of distributed applications for various domains and partner
platforms, e.g., with the HyperMAS, the Edge Orchestrator, and the tractazontroller. Details of these integrations
are reported in 8.8 { @DADRM Y é tryse D C via secure interaction
and contracts (final versiony d

One example obuccessful implementation of Ethereum DLT private network is demonstrated asigure 33 below.
Each component in the DLT network is assigned an account including private key and public key. Public key
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IntellioT

stands for digital identity and broadcast for other nodes, whilehe private key is used to sign transactions and ket
secret. The [gas feer is in this context fee charged by miners for executing a transaction on the Ethereum

Blockchain.

ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache
ganache

Available Accounts

(@) 6x2E6d29B17a526334843141F8BETRT@424760199e (~100000000 ETH)
(1) exC4D62b4DCO749127b63FBO70966C25AC381c1944 (~100000000 ETH)
(2) exDF1Db5C73747dB8deD48A3a25C17AT71FBAF1ESY (~100000000 ETH)
(3) 0x49838518828cA3aE1E2a3E4dbcce623A40B249102 (~100000000 ETH)
(4) 6x936cc17ac@766aE@b5TO2FalF6BacAE30591313b (~100000000 ETH)
(5) 6x5a6571a19e@ed444411ath29E8566bad3417C7Ee3 (~100000000 ETH)
(6) 0xaA445Bbe@976D210615A37109C734dffBCc15f867 (~100000000 ETH)
(7) OXEFAA828E2d2Ca6317TES56a31E44C72390F854006 (~100000000 ETH)
(8) 0x53866B55bDc66Ce7a30c20C39F105290C0559aCF (~100000000 ETH)
(9) 0x2e94d4AA531df3943Bc09e3eEAa8P358a02ad663 (~100000000 ETH)

Private Keys

(0) oxt98c16e1628661bc15769b76c8266343ec35dba82239904bbcalbd9ocsfbeanl
(1) 6x7968992c32133408f0abcoabd2aad5d77fb52524c2e0c62d1adefd2840d3d502
(2) ©xb492c12c93edc695916522966262ad4dc1c7f64a22b138504c5b250a1c484203
(3) exb22df97c876895cecolbsad70boess2e2201dbecc61482a9c1e44544436b1boa
(4) ©x69ce909787a29af568092a6d1cb693a2bas10cedaeebd7de1762aa5t4ds24105
(5) ox8677938edd9a5598baBbcf2c68a3106c0fe7486c1a6d50badas171dc865b5306
(6) ©xe1921a276bd9751ccc2dea8o6c7f62cbbsdocdsde3195de3fe2d29ca83F38507
(7) 0x03e880467120938d05caBa2677a9a25080e1a16093655bdd3c8fdsca3bdabaos
(8) 6x3b270a1957592a505ce94186793ababb27a33a65a572bc9e7b06766Th6626b09
(9) 06x6418670e00dbdbBa6eSbdosf15217294F58af0995c7a0534c2021Fcd486e716

Gas Price

20000000000

Gas Limit

6721975

call Gas Limit

9807199254740991

Listening on 0.0.0.8:8545

Figure 33 Implementation of DLT managers

After building the DLT infrastructure for recording data and making transactions, we need to buildlistributed

applications which execute autonomously in the network to satisfy theconstraints and agreement of involved
participants. The smart contract is written in the Solidity language and running in the DLT networkAn example of
asmart contract is shown inFigure 34 below:
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1 // SPDX-L// SPDX-License-Identifier: GPL-3.0
2
4
5 contract owned {
6 address owner;
-
8 constructor() internal {
9 owner = msg.sender;
10 1
11
12 modifier onlyOwner {
13 require(msg.sender == owner);
14 3
15 1
16 }
17
18 contract mortal is owned {
19 function destory() public onlyOwner {
20 selfdestruct(msg.sender);
21 }
22 }
23
24 contract IoTSmartContract is mortal {
25 event records(address indexed _from, bytes time, bytes temp, bytes hum);
26 event led(address indexed _from, address indexed _to, uint8 color);
27
28 function add_records(
29 bytes memory time,
30 bytes memory temp,
31 bytes memory hum
32 ) public {
33 emit records(msg.sender, time, temp, hum);
34 }
35
36 function control led(address to, uint8 color) public {
37 emit led(msg.sender, to, color);
28 }
39 }
40

Figure 34: Smart contract of recording sensing data

A typical smart contract consists of various information, for example, the owner of the devices, data, and
predefined rules by system admilistrators, agreements between involved components in the system. Based on
the scenario and specific requirements, the content ofa smart contract will be written and run autonomously in
the network. communicate with smart contracts, Ethereum provides an API which allows DLT clientdo connect
and communicate with smart contracts based on the predefined rulesDLT-nodes which want to publish data to
the distributed ledger or instruct smart contracts for doing a task, first need to geneate a DLT transaction format
and sign it with JSONRPC as

curl --location --request 'localhost:8545/" \
--header 'Content-Type: application/json' \

--data-raw '{
"jsonrpc":"2.0",
"method”: "eth_sign",
“params”: [
"@x9b2@55d370f73ec7d8a@3e965129118dc8f5bf83",
"@xdeadbeaf”

I,
"id":1

Figure 35: Signing a transaction

After signing, the transaction can be sent tothe distributed ledger via sendTransactionas below:
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curl --location --request
--header 'Content-Type: application/
--data-raw '{

eth_sendTransaction”,

"params”:[{

be8d46e8dd67c5d32be8658bbBeb37087810872445675858bb8eb9788781072445675"

Figure 36: Sending a transaction from clients to distributed ledger

The metadata of transaction showsthe address of sender and destination, the gas fee to make the transactign

and the (hashed)data. Any human customer of the system (e.g., the one asking for a manufacturing task in UC1 or

the one renting the tractor in UC3)an query the data recordedin the distributed ledger by using the transaction
hash or transaction ID as well as the whole block ID if needed.

curl --location --request 'localhost:8545/" \
--header 'Content-Type: application/json' \
--data-raw '{

s
etTransactionByHash",

fea9c4b24775af6990237aa90228e5e092c56bdaee74496992a53c268dalee”

Figure 37 Queryng transaction details.

Integration with the SAP is shown ir2.4.1

2.5 Infrastructure Management Components
2.5.1 EDGE MNAGEMENT
2.5.1.1 EDGEORCHESTRATOR

The Edge Orchestrator is described in D4.1t is a software component, which uses multiple other components.In
the following, we describe the test and integration concepts for those components.

The Edge Orchestrator itself follows a microservice architecture. The single services provide specificystem
functionality. For example, we have servics for hosting the API, the database, the input processing and many
other system services. Weare currently not following a strict test process to guarantee thefunctionality, however,
we support different test cases, which include relevant components tests, so the integrity of the system can be
checked. How these are integrated into a CI/CD pipeline is not yet decided.

The API, which is relevant to integrate the Edge Orchestratanith other systems within IntellloT, is available asan
OpenAPI specification. Client applicatiors can use this document to generate client code for various programing
platforms. The specification can also be used to generate test servers to facilitate the development of client
applications. The software suite of swagger.io provides different tools to enable integrations. For example, with
swagger codegen code can be generated for client as wedls server applications. If required, a mock server of the
Edge Orchestrator can be deployed aatest platform. It has to be kept in mind that a productive system, accessing
physical devices, cannot be providedor general tests. Accordingly, we will schewt D ] €D yDUUYU
integration workshops, e.g., during a plenary meeting.
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Other components, as the Edge Manager, will be exclusively used by the Edge Orchestrator in a rerncetrolled
fashion. As this component is not used by external sysims, no distinct integration or test plans are foreseen. The
testing will be covered by the test concepts of the Edge Orchestrator.

EdgeDevices are managed by the Edge Managérn C FonrRY #ADDC UFTDA| §g| A | AUDHGE Y]

Edge Apps are specific components of IntellloT. Test concepts of Edge Apps will be the responsibility by the Edge
App owners. However, we provide an Edge Deployment Tool, which takes spécétions as input and outputs a
configuration, which can be directly deployed within Edge Infrastructure. This means, if Edge Apps are dyoarded

or updated, the process of deployment on a live system is widebutomatized.

2.5.1.2 EDGE MANAGER

The Edge Manager isan off-the-shelf component used by the Edge OrchestratorThe component itself has
product-grade and acordingly need notto be tested explicitly. We focus on the testing of theintegration of the
Edge Orchestrator withthe Edge Manager. Here, we implemedad regression tests to identify potential issues,
which could lead us to incompatibilities due to software updates of the edge managerrdhe operating system of
the edge devices.

2.5.2 DYNAMIGQNETWORK MANAGENH
2.5.2.1 TSNCONTROLLER

The TSN controller is an edge application realizedmainly in Python and JavéScript. It receives so-called
communication service requests, also known as stream requestsyia its northbound interface. * A~ A UDL L " §
manufacturing use case, this HTTRbased interface will mainly be used bythe edge orchestrator. For test

purposes, any HTTPclient, e.g., Postman?, can be used see e.g, Figure 38. Additionally, a WebUl is available for
convenient manual testing, seee.g., Figure 40 and Figure 41 A description of the interface is given inin
https://qitlab.eurecom.fr/intelliot _-project/networking/tsn -controller and valid requests are available as a

Postman collection andin Swagger.

To test the TSNcontroller, atestbed is available at the Siemens site in Munich PerlaciTthe TSN controllergathers
topology information via LLDP and netconf and presents topology information in the Web Figure 39) and via its
HTTPinterface (Figure 40, Figure 47). In both cases, information aboutavailable resources and resources already
reserved for embedded streams are givenAs a first step to test the TSN controller, we manually check the
correctness of this information in the Web Ul and vighe HTTPinterface.

8 https://www.postman.com/
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1
2 "topologyData®: {
3 ‘noges"r [
3 :
5 “device_id": "epfour”,
6 "device_type":! "endpoint",
7 “ip_addr": "192.165.175.37",
g “mac_addr": "24:BE:BE:BG:F3:32",
Q “embedded_streams": [
1@ "Bob"
11 1
12 “id": "epfour"
13 b
14 i
16 “device_id": "epone",
16 "device_type"! "endpoint",
17 “ip_addr": "192.168.175.35",
18 “mac_addr": "@@:1B:21:0DD:F5:2B",
19 “embedded_streams": [
20 "Alice”,
21 "Charlotta"
22 1.
23 “id": “epone”
24 i
25 i

26 “device_id": "epthres”,

Figure 38: Topology view with stream information
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& Network Controller X +
<« C A Nichtsicher | inn-de-gw-sdey7643 ppmd.siemens.ne.. & r MW &
® S5 Helle @ CTI ACM SDIN Team E Tools » Leseliste

Network Controller

epone

port sthernst(/2
port_speed
1000000000
link_speed
1000000000
link_fabric Copper
link_distance_m 1
reserved_bandwidth
5120000
available_bandwidth
9945880000
embedded streams
Alice; Bob: Charlotta
max_sp_delay 17184
vid 1313; 42; 654
trunk frue

epfour

source sx_b62
target sx_72

eptwo

nxp_90

nxp_91

epthree

Figure 39: Topology view with stream information in WebU.

For a standalone test, we senccommunication service requests, i.e, requests to embed streams, to the TSN
controller viaits HTTPAPI andWeb Ul, see~igure 40. We then requestthe TSN controller tocompute the schedule
and embed it to the devices. We will send feasible and infeasible requests, like e,the request for a stream called
[ @& i Eigure {#0fiwhere we requested an infeasibleend-to-end latency of only 20 nanosecondgo demonstrate

that the feasibility checks function as intended.
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NE MoNC — add stream * +

C Y A Nichtsicher | inw-de-lab-gw.ppmd.siemens.net:6653/ui/streams_form [ ~ g » 0O 2

< H
’—:1 Update Requests C ng us Test-Info Authenticated as: admin ¥

Request couldn't be computed successfully

The Scheduler failed to compute the configuration: [Could not embed all requested streams]

Stream identifier Dana

Source node * epfour ~
max-frame-size * 1500

bytes

interval * 500000

nanoseconds

max-latency * 20

nanoseconds

earliest-transmit-offset 10000

nanoseconds

latest-transmit-offset 400000

nanoseconds

vlan-id 969

Destination node * epfour epthree

Add request to queue Compute configuration

Modify existing request Embed computed streams

Delete existing request Delete complete database

Figure 40: Communication service request viahe Web Ul.

For feasible requests, we first check if the computed QoS parameters are within the requested ranges,g., using
the Web Ul as shown irFigure 41
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Ne MoNC — view streams x + M - o X
&« C Y A Nichtsicher | inw-de-lab-gw.ppmd.siemens.net:6653/ui/streams = Y N 0O 2
MO : . .
NJ[C] Topology Update Requests Check Requests Settings Status Test-Info Authenticated as: admin ¥
Embedded Queued Computed Unscheduled Unembedded All
Max. Earliest Latest Time-
Src- Dst- Max. . . VLAN- Accumulated
m ID d de(s) frame- Interval lat transmit- transmit- id lat aware- Creator
node node(s atenc i atenc
size y offset offset ¥ offset
Embedded
Charlie epthree  epfour 64 1000000 250000 — — 1925 7500 97500  admin
[ v Dana epfour epthree 1286 1000000 250000 — — 969 7500 5000 admin
Erwin  epfour epthree 64 1000000 50000 100000 300000 2295 7500 235000  admin

Figure 41 Communication service details in WeltUI.

To check whether the computed schedules were configured in the devices properly, we use the Siemens
FUoFa) Dyedt [»pr UYUDUUY é&cFehd delgydor domputediaiiddmbedddd sti@dns. tror tis C
manual test, we start the TSN test app with the parameters given in the stream request, e.g. cycle time 1ms and
guaeND U] eD Eeo 9t U Ddnag 6fdurey] abd thé ddiifioaalpargrietets Bo@puted by the TSN
controller, e.g. the transmission offset on the end station sending the stream, sed-igure 42. Instead of manually
transferring the parameters to the test app, we can start the test app on all concerned end points in secalled
agent mode, mark the stream(s) to testin the web-Ulé it C L £ | A L-buttdh, Bee Figu@ WllJThe network
controller will then send the required parameters to the test app agents via a socket connection and start thiest.

+ mMLlC master) sudo ./tsnm_test app -t -s ETF -L 128 -c 180080080 -o 128758
Send mode set to ETF offloading

Packet length (brutte) set to 110

Cycle time set to 1000000

transmission offset set to 128750

using CLOCK TAI

Figure 42: TSN test app, sender sié.

The TSN test app on the receiver sidd-igure 42 provides statistics about delay, jitter, and packet loss of the test
packets sent according to the configured stream parameters With this we can easily check if theactual QoS
parameters of the requested streams match the requests.Please note that the displayedframe length seems
incorrect at the receiver, because theLinux network stack hasremoved the VLAN tag before the test appeceives
the packet and computes the packet length.
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Receive mode se
file output enable
opening logfile logfile 2021 12 21 2:08.csv

receiving from interface with MAC addr ] :DD:F2:
Listener started, waiting for packets since 15:32:08 ...

Received reset packet. Resetting all counters, DA set to: 06

Packet 8 received in cycle ; ToF forward :
Packet 1.008 received in cycle .0 ToF forward :
Packet 2.008 received in cycle 2

Packet 97.800 received in cycle )7.000; ToF forward : . B: sec (min
Packet 98.000 re d 1n cycle ) ; ToF forward : .B46 nsec (min
Packet 99.000 received in cycle ) ; ToF forward : 3.058 nsec  (min

le time 1800860 ns, payload si 186 Bytes (124 on wire)

received 100808 of 180808 packets, cyc
v T I 8.239 C, ji-tter 482 nsec

¥
ToF forward (min/avg/max) 7.75

cy
75

receive mode: HW-based. test ended at 15:34:39, 375.273 on 2021712721

resetting statistic counters
test results have been written to logfile logs/logfile 2021 12 21 15:32:08.csv

= microb

Figure 43: TSN test app, receiver side

If the test has been started viaUT D » pr A0 fi-Ulfitbettest beuttddcanfalddibe observed directly ithis
web-Ul, including a graphical representation of the resultsseeFigure 44.

Test ID: e2e0569 (bi-directed)

Mean latency

g jitt ket
talker: eptwo -> listener: epone tns] jitter [ns] sl

=3 D Status Type

4000

w
=]
=]
S

latency [ns]
~
S
(=3
8

1000 4

0 20000 40000 60000 80000 100000
received packet [#]

talker: epone -> listener: eptwo

4000

= 3000

2000 -

latency [n:

1000 4

T T T T
0 20000 40000 60000 80000 100000
received packet [#]

Figured44c » DUU dDUwt YU CJ] UFL W DC |1 »ur AcnyUdot
An additional feature toexclude malicious nodes from any communicatiorhas been developed and is available on
supported devices.

2.5.2.2 COMIUNICATIONRESOURCHMANAGER
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The 5G Communication Resource Manager is an IntellloT component aiming antrolling the communication
resources allocated by the 5G network. Following the architecture description of the Mosaic5G FlexRIC and FlexCN,
the 5G Communication ResourceManager is an xApp and contrglthe FlexRANFlexRICand LL-MEC/FlexCN
components to enable dynamic 5G slice creation, resource optimization asvell as dynamic adaptation. Itis
deployed by the Edge Orchestrator componenin the context of UC1Specifically, it is the responsible ofopening,
managing, and closing 5G RAN. The FlexRAN/FlexRICAMEC/FlexCN as well as xAPPs are software codes
operating on any oftthe-shelf laptop or PC supporting containerization (docker, kuérnetes) available from
https://qitlab.eurecom.fr/mosaic5g .

The Communication Resource Manager communicates with the LMEC/FIexCN over a HTTPAPI as illustrated on
Figure 45 (for LL-MEC).Similarly, the Communication Resource Manager communicates with the FlexRAN/FlexRIC
over an HTTPAPI as illustrated onFigure 46 (for FlexRAN).

LL-MEC

LL-MEC northbound APl documentation

MP1Services

MP1Services - Create a service (new service registration).

http: //LLMEC-URL:PORT/services

Parameter

Field Type Description

Figure 45. LL-MECHTTPAPI available to the communication resource manager
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FlexRAN northbound APl documentation

This document describes the REST north-bound interface of FlexRAN. Check the README to learn

how to generate it yourself.

Capabilities

Capabilities - Get API list

http://FlexRAN-URL: PORT/capabilities

curl -X GET http://127.0.6.1:9999/capabilities | jq .

HTTP/1.1 206 OK

"FlexRAN NB API",

2.0

“description": "list active REST endpoints"”

Figure 46. FIexRANHTTPAPI available to thecommunication resource manager

During Cycle lalocal setupwith a simulated radio-level environmenthas beendeveloped(and available for further
testing during Cycle 2 for testing the initial implementation. Initially, the slicing managementwas supported by
the FlexRAN APlavailable at the beginning of the project, and this has beeextended to theFlexRICAPI during
Cycle 2.

1. There isa default slice that any new UE is subscribed to, and all UEs share these resources equally, in a
best-effort manner. Beyond the default slice there will also exist other slices meant to be tailored towards
the needs of the UEs. These slices are meant nsure that UEs with specific needs can have a guaranteed
set of resources like bandwidth allocated to them, independent of the humber of UEs connected to the
network. These slices are referred to as custom slices

2. The following functionality is available and has been tested in Cyclei2ating a network slice by requesting
a set of resources for a user through choosing its Radio Network Temporary Identifier (RNTI) (i.e. a pseudo
random ID that is generated and grantd to a UE). The slice created only applies in the downlink, as uplink
slices have not yet been implemented on the gNB. Upon creating a network slice an identifier is returned
identifying the slice. It works by creating a HTTP GET request.

3. Removing a netwok slice. It works by using a HTTP DELETE request. In this form the slice ID must be sent
along with the request.

4. Associating a UE, or new UESs to an existing slice by using the slice ID and the RNTI of the UE to add. This
will mean that the resources are to be shared between all occupants on a slicé. When creating a slice
one of the desired inputs has been a regested bitrate that should be available on the slice. This has been
implemented by monitoring the radio link quality and allocating a set of physical resources to ensure that.
When changes to the radio link occur, a reallocation may occur to ensure the g guarantee. An example
of this is visualised on Figure 32. This is done with a frequency to ensure the guaranteed bitrate is upheld.

5. Taking an existing slice configuration, it can be updated to support a different requested bitrate.
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6. Requesting information on a specific slice by inputting its slice ID, or by requesting all the currently active
slices that are being supported by the BS.

Some of these functionalities are directly exposed to be used through HTTP request, while others happen in the
background of actively used for the creation and upholding of a slice definition. The interface with the
Communication resource manager has been designed and implemented as a pythdlask server and by using
swagger for interface design. Interaction is with a set ofpredefined interfaces that take certain inputs to create,
delete, or get information on a network slice.

2.5.2.3 5G RANCONTROLLER

The 5G RAN controller is implemented in OAI as FlexRAN for 4G+ or FlexRIC for 5G RAN architectures. FIexRAN

connects to OAI eMB to retrieve RANrelated data. The FlexRAN agent has a northbound and a southbound API.

The Northbound API is implemented asmHTTPAPI and provides the followingdTTPendpoints. The SouthAPlsis
implemented as:

1 GetConfig @retrieves 4G/5G RAN configuration, such asJL/DL RAN, DRB(data radio bearers)or
measurement configurations.

1 GetStat o retrieves 4G/5G RAN statistics, such as Channel Quality Indicator (CQI), SINR/RSSI
measurements / Localization or UL/DL performance at specificlayer.

1 Commandsathe most important API, which actuates the 4G/5G RAN according to specific instructions. It
is particularly used for slice creationand per-slice internal configuration.

1 EventTrigger @mthe 4G/5G RAN provides to the FlexRAN controller specific information, such ddE
attachment, Scheduling Request.

1 Control Delegationca particular function, which delegate control to the 4G/5G RAI reduce the latency.
Typical delegations are new 4G/5G or handover schelfw, or updated parameters of the existing
schedulers or handver algorithm.

curl -X POST http://127.0.0.1:9999/slice/enb/~1 --data-binary "@file"

PlmnManagement
URL parameter

Field Type Description

RRC Control

JSON parameters

Field Type Description

SO Object

sliceConfiguration
DL Parameters

Field Type Description

EEEDN  Object()

Stats Vices[i Number

Figure 47: Mosaic5G FIexRAMTTPAP!

Figure 47 depicts the REST API of the FlexRAN controller for @ontrol API for Slice creation A full description of
the FlexRAN API is availablettps://mosaic5g.io/apidocs/flexran/
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The southbound interface of the FlexRAN controller is implemented according to a Google ProtoBuffeit however
is an internal APWhich is not exposed outside the FlexRAN component. The FlexRAN southbound API is available
https://mosaic5g.io/apidocs/flexran/flexran_spec _v2.2.3.html .

The OAI 5G RAN evolved to supportRAN E2 agent and the respective APIs. Accordingly, Mosaic5G replaced the
FlexRAN agent by a FlexRIC agent, which provides mostly the satd@ TPAPIs on the northboundinterface but
replacing the FlexRAN by the E2 API on the southbound interface.

2524 5GLOW LATENCWEC

The main MEC service provided by the 5G low latency MEC is the Radio Network Information Service (RNIS). It is a
multi-microservice docker service consisting of three functions:

1 RAN data collector it retrieves data from the 5G RAN over the FIexRAN API. As function of what is
requested, it can also actively request specific RAN data.

1 Databaseathe database stores RAN data for faster retrieval.

1 Broker @A HTTPserver which exposesHTTPAPIs to POST or GET specific RNIS data.

Figure 48 illustrates the RNIS service between the 5G RAN and a consuming application, which can binei the
Communication Manager or the Edge ControlleFFlexRAN is specific to OAl 4G+ architecture and evolved toward a
O-RAN compatibleE2 agent. However, the RNIS API will not change and willlé the underlying RAN (5G or 4G+).

«—Southbound communication—3» «——Northbound communication——j»

RNIS Consuming

FlexRAN protocol — REST API application
©NB agent \ - Collector Broker/Publisher 19 e

[Google protobuf] = ‘ [HTTP)
o8
POST
Register eNB b T

% ptions/meas_rep
UE state changed anone. Jon. e noiiicaiion
CQVrsrp/rsrq info req "u-uun 1515419524, 021918
“aneselataid” (“type’
CQVrsrp/rsrq info “10.18
——

Figure 48: Mosaic5G FlexRANased RNIS service

2.5.2.5 5GNETWORKING MONITORING

The 5G network monitoring can be done either by the RNIS service if monitoring is required as actuation. However,
if monitoring is required also for statistics and visualization, elastic search technologies is provided by this
component. It corresponds to an Elastic Monitoring component, vhich exposes Elastic Search APIs to enable or
disable an Elastic Search endpoint and connects to Elastic technologies webservices, shas Kibana or Grafana.

The ElasticMonitoring application uses FlexRAN oiFlex RICE2 APIs on a southboundnterface to obtain RAN
statistics and provide an HTTPAPI on the northbound API to configure the required statistics and the endpoint to
a running ElasticSearch instance.
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ElasticMonitoring

ElasticMonitoring - Add ElasticSearch endpoint

http://FlexRAN-URL :PORT /elasticmon/endpoint/:ep

curl -X POST http://localhost:9999/elasticmon/endpoint/192.168.12.45:11213

Parameter

Field Type Description

HTTP/1.1 208 OK

Error 4xx

Name Description

HTTP/1.1 400 BadRequest

{ "error®: "illegal endpoint or already present"}

ElasticMonitoring - Disable ElasticMon logging

Figure 49: Mosaic5G FlexRAMbased ElasticMonitoringHTTPAPI

The HTTP API corresponding to enabling ElasticSearch endpointsas shown in Figure 49 is available at
https://mosaic5g.io/apidocs/flexran/#api -ElasticMonitoring. A Mosaic5GFlexRIGbased monitoring component,
supporting 5G RAN and compatible with ®ANis under implementation. The Nath API will be extended with new
E2 features from ORAN.
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2.5.2.6 PRIVATE 5G CORE

The private 5G core is a set of microservices representing 3GPP 5G Core functions and provided by
OpenAirinterface CN [fttps://openairinterface.org/oai -5g-core-network-project/). The private 5G core suppors
both 4G and 5G core functions as depicted oRigure 50. It operates as a standalone entity which connects to the
4G or 5G RANia the SGWU/UFP and AMF/SMIMME entities for user and control plane respectively. It is
Ao n U] CD i Dfiest as it ¢ah @ératedawthout commercial cellular operators and second it can connect to a
private data network (DN/PDN) on the premise it is installed, keeping any communications between the §J&nd

the data network private.

|====l-——- MME -_"'I HSS I‘_— PCRFJ
| 4
| NRF AMF SMF AUSF || UDM ~| PCF
| =
| =
| P
: NEF UDR
| SGW-C PGW-C
| NSSF
[ : SMF UDSF
, \ I
@ I :
D L SGW-U PGW-U PDN
RAN i
UE UPF DN

4G-5G CN functions mapping
Control-Plane (CP) == —
User-Plane (UP) —_—

Figure 50: OpenAirinterface 4G/5G Core [source: OAl]

The OAI Private 5G Core can operate on any-tiffe-shelf PC supporting contairerization (docker, kubernetes). The
software code can be downloaded from EURECOMDAI GlTrepository: https://gitlab.eurecom.fr/oai/cn5g _ as
depicted in Figure 51
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///:
OPEN AIR

== INTERFACE

license OAI-Public-V1.1 | license Apache-2.0 | release v1.3.0 | 0S Ubuntu18

build AMF 'passing | build NRF 'passing | build SMF passing | build AUSF passing | build UDM passing | build UDR passing | build UPF-VPP passing
build NSSF 'passing

@.Docker Pulls wiDocker Pulls [QLIEERIgIERTERERTY [p2Docker Pulls waDocker Pulls wDocker Pulls w2Docker Pulls @iDocker Pulls
w.Docker Pulls

OPENAIR-CN-5G: An implementation of the 5G Core network by the OpenAirinterface
community.

OPENAIR-CN-5G is an implementation of the 3GPP specifications for the SG Core Network. At the moment. it contains the following network

elements:

Access and Mobility Management Function (AMF)
Authentication Server Management Function (AUSF)
Network Repository Function (NRF)
Session Management Function (SMF)
Unified Data Management (UDM)
Unified Data Repository (UDR)
User Plane Function (UPF) with 2 variants:
© Simple Implementation based on our 4G CUPS component (SPGWU-TINY)
© VPP-Based Implementation (UPF-VPP)
Network Slicing Selection Function (NSSF)
Network Data Analytics Function (NWDAF)
Unstructured Data Storage Function (UDSF)

Figure 51 OpenAirinterface 4G/5G Core software repository

The Mosaic5G FlexCN/LAMEC componentsnterface with the Private 5G Core by reaching the dedicated 5GN
microservices (e.g. UPF, SMF, AMF, RNto dynamically adjust 5G CN functions to the requirements of higher
services and applications.

2.5.2.7 5GRAN

The 5G RAN represents the wireless domain between a 5G User Equipment (UE) and a 5G base station (eNB/gNB).
The 5G RAN is provided by O2G RANhttps://openairinterface.org/oai -5g-ran-project/ ). The 5G RAN can operate
either in non-standalone (NSA) or standalom modes, wherethe 5G RAN (eNB/gNB) would connect to a 4G Core or

a 5G Core (respectively), as illustrated oRigure 52.
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—_
¢
)
Ce

Non-Standalone (ENDC) Standalone

Evolved Packet Core

AMF/UPF

Figure 52: OpenAirinterface 5G RAN NSA and SA architecture (source.: OAl).

The 5G RAN is a Softwar®efined-Radio (SDR) architecture where RAN functionRRC, PDCP, RLC, MAC, Bldke
implemented in software anda radio head (RRH) is used to handle the digital/analagd complex signal processing
operations, including power amplification. The 5G RAN software contains a UE and a eNb/gNB side, which can be
downloaded from EURECOM 5G RAN git repositonitigs://gitlab.eurecom.fr/oai/openairinterface5g/ ).

A 5G RAN UE is composed ohaff-the-shelf 5G sub6Ghz radio module connected taan off-the-shelf laptop
containing the OAI 5G RAN UE software codas illustrated onFigure 53.

Figure 53:/llustration of the 5G RAN UE radio unit

The 5G RAN eNb/gNB software code includes in addition to the 3GRRNfunctions (RRC, PDCP, RLC, MAC, PHY)
a FlexRANE2 agent connected to the FlexRAN/FlexRIC module over a protobuf (FlexRAN) ofRAN E2 API
(FlexRIC). Accordingly, the 5G RAN can be dynaally re-configured or RANrelated information can be reported

to the FlexRAN/FlexRIC component for dynamic RAN management.
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